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INPABUJIA JIEKTPOHHOI'O JOKYMEHTOOBOPOTA
C UCIIOJIB30BAHHUEM CUCTEMBI «KJIMEHT-BAHK>

/ RULES OF THE ELECTRONIC DOCUMENT FLOW
WITH THE USE OF THE “CLIENT-BANK” SYSTEM

1. TEPMHHBbI

B Hacrosmux HpaBHnax HWXCIIPUBEACHHBIC TCPMUHDBI
UMEIOT CICAYHOIINE 3HAYCHUA

ABTopu3anus — 3aBepenue D] ¢ ucromszoBannem Ol

Anmunuctparop— Ilonbs3oBatens, HageleHHBI MPaBoOM
yrpaBisATh HacTpolikamu Cuctemsl Kiment-bank.

Berpoennstii 61aHk — cTpykTypupoBaHHas Gopma O/,
nocrynHas B Cucreme Knmenrt-bank mist popMupoBaHus

u niepenaqau D/ Knmenra.

Jorosop — norosop «Knuenr-bank» mexny Knuenrom u

bankoMm, mnpunoxeHueM K  KOTOpPOMY  SIBIISIFOTCS
Hacrosmue [IpaBuna.
JloroBop o0 0aHKOBCKHX YycJayrax — 1oroBop(bl)

0aHKOBCKOTO Cue€Ta M MHBIE JOTOBODBI, 3aKIIOYEHHBIC
Mmexny bankom u KimenroMm, mnpenycMmarpuBaroliue
ucnonb3zoBanue Cucremsl Knmenr-bank mpu okazaHUU

Bbankom KineHTy cOOTBETCTBYIOLINX YCIIYT.

JIOKyMeHTbI — BKJIIOYaeT JIOOBle JOrOBOPBI, IHCHMA,
3asBKH, (PopMEL, TpeOOBaHUS, CIpPaBKH, COOOUICHUS M
MHGOPMAIIHIO U UHBIE JOKYMEHTBI.

3aKkoHOIATEIbCTBO — 3aKOHOJATENILCTBO Poccuiickoi
®denepauuu, BKIIOYAs BCE MPUMEHHUMBIE MMOA3aKOHHBIC
aKThI.

Kaou Ilonab3oBaTenst —  DJEKTPOHHBIH  KITIOY,
npenoctapiomui goctyn Ilomp3oBatento k Cucteme
Kmment-bank u He nogaepxuBatomuii mpaso JI1.

Kumroun — Kiirou ITone3osatens, Karou D11, , Hocurens.

Kuarou II1 - yHukanbpHast MOCIEI0BaTEIbHOCTh CUMBOJIOB,
npeaHazHayeHHas ams co3aanus Ol1.

1. TERMS

In these Rules, the following terms shall have the
following meanings:

Authorization means certification of ED with ES.

Administrator means a User with the right to manage the
Client-Bank System settings.

Embedded form means a structured form of ED, available
in the Client-Bank System to draft and transfer ED of the
Client.

Agreement means the “Client-Bank” Agreement between
the Client and the Bank with the Rules being an appendix
thereto.

Agreement on bank services means agreement(s) of the
bank account and other agreements, entered into between
the Bank and the Client, providing the usage of the Client-
Bank System in line of rendering of respective services to
the Client by the Bank.

Documents include any agreements, letters, applications,
forms, requests, statements, messages and information and
other documents.

Law means the legislation of the Russian Federation,
including all applicable subordinated acts.

User Key — an electronic Key providing access to User to
the Client-Bank System, while not supporting the right of
ES.

Keys mean the User Key, ES Key, Electronic storage
device.

ES Key is a unique sequences of symbols for creation of
the ES.




TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

KommnpomMeTranusi KJo4a - yrpara JI0Bepusi K TOMY, 4TO
ucrions3yemble  Kimroun obecreunBaror  6€30macHOCTD
HH(OpMAIIHH. K COOBITHSIM,
Komnpometanueit katoyeil OTHOCATCS, BKJIOYas, HO HE

CBsA3aHHBIM C

OrpaHNYMBasIChb, CJICAYIOIIHNE:

(a) yrpara Kiroueii;

(b) yrpara Kurouetit, c MOCJIEYIOIIUM ux
o0HapyXeHHEM;
(c) yBompHeHHME paOOTHHKOB, WMEBIIMX JOCTYI K

KIoueBod  MHGpOpPMAalMM, WIM  CMEHa  JIMII,

obnagaromux npasom noamucu J/1;

(d)

HapylleHUE IpaBWJI XPAaHEHUS] U YHUUYTOXKEHUS
(mocne okoH4aHMs cpoka aeicTBus) Kiroua;

(e) BO3HHMKHOBEHHE TOJJ03PEHU I Ha yTEUKy
uH(popManuu uiy ee uckaxxenue B Cucteme Kiuent-

bank;

(f) cmyuawu, xorma Henb3sl TOCTOBEPHO YCTAHOBUTb, UTO
npousonuio ¢ Kirouamu (B TOM 4uciie Cay4au, Koraa
Knrou Bbimien ©3 CTpoS W JOKa3aTeJIbHO HE
OIPOBEPrHYyTa BO3MOKHOCTB TOTO, YTO JaHHBIN (hakT
MPOM30ILEN B pe3yibTaTe HECAHKIMOHHMPOBAHHBIX
NEHCTBUM TPETHUX JIUII).

Kontponep - Ilonb3oBarens HazjeNeHHbIM IpaBoM

BepuuKauuu u orMeHs! D/ 1o ABTopusanuu.

Jlorun — xomOuHaums OykB w/uinu 1mdp, 3anaHHAs
bankom wunmuBuayanbHo Ans kaxaoro I[lomp3oBarens,
KoTOpyro HeoOxoxnmo BBectH Ilonb3oBarento 1 BXoaa
B Cucremy Knuent-bank.

Hocurenp - nepcoHanbHOE CpPENCTBO HUACHTH(UKAIMH,
HeoOxoaumoe [y Bxozna Ilonb3oBatens B Cucremy
Knuent-bank u ABTopH3anuu, SIBJISIIOLIIESCS
cobcTBeHHOCThIO banka u npenocrasisemoe KinueHty Bo
BPEMEHHOE IONb30BaHue it jgoctyna k Cucrteme

Knuenr-bank.

Onepatop - Ilonb3oBarens HaJEeNEeHHBII TpPaBOM
nocryna k Cucreme Knuenr-bank, coznanus, u3smMmeHeHUs

i ynanenus /1.

OTKpBITHII 3JIEKTPOHHOT' O Karoua
M0JIL30BaTesl - KPUNTOrpaQUUYECKUil KIH0Y, KOTOPBIH

KJII04

B3aMMHO-OJHO3HaA4YHbIM
COOTBETCTBYIOIIUM CCKpCTHbIM KIIFOYOM BJIEKTPOHHOT'O
Kitroua moms3oBares.

COOTBCTCTBUEM CBsA3aH C

Key compromise means loss of confidence that the Keys
ensure the information security. Events, connected with
the Key compromise, include the following, but not
limited to:

(a) loss of the Keys;

(b) loss of the Keys with their following detection;

(c) dismissal of employees, having access to the key
information or changing persons with the right to sign
the ED;

(d) violation of the storage and destruction rules (after
expiry date) of the Key;

(e) suspicion of information leakage or its corruption in

the Client-Bank System;

(f) cases when it is impossible to properly detect what
happened with the Keys (including cases when the
Key broke down and it is impossible to convincingly
argue that this fact occurred due to unauthorized
actions of third parties).

Controller means a User with the right to verify and
cancel ED before Authorization.

Login is a combination of letters and/or numbers, set by
the Bank individually for each User, which should be
entered by the User to get access to the Client-Bank
System.

Electronic storage device is a personal identification
equipment required for the User, for authentication and
Authorization in the Client-Bank System, owned by the
Bank and provided to the Client for temporary use to
access the Client-Bank System.

Operator means a User with the right to access the Client-
Bank System, create, change and delete the ED.

Open Key of electronic User Key - a cryptographic key,
which is connected with the relevant Secret key of
electronic User Key through special mathematics.
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OtkpoiThiii ka0 JII - kpunrtorpaduueckuit Kiroy,
KOTOPBIHA B3aMMHO-OJJHO3HAYHBIM COOTBETCTBUEM CBS3aH
¢ coorBeTcTBYIOIUM CekpeTHbIM KirouoM OI1.

MHapoab — xomOuHanus OykB w/uiau uudp, 3amaHHas

ITonb3oBateneM wuiaM  AIMHHUCTPATOPOM, Kak OH
ompeneneH B I[IpaBuiax, ¥ ucHonb3yemas Jjis BXOAa B
Cucremy Kimenr-bank, npu 3ToM mnepBOHaYaIbHbIN

IapoJib CO34aCTCA U MPEAOCTABIACTCA Bankowm.

Hoanmucant — Ilonb3oBarens co croponsl KimeHra,
YIOJHOMOYEHHbIM Ha mnoanucanue OJI B Cucreme
Kinuent-bank ¢ momompro JII  Ha
JIOBEpEHHOCTH, BEIaHHOM 10 (hopme [Ipmnokenus Ne 3 k

Horosopy.

OCHOBaHHH

Ilosb30BaTenp — Kaxabli U3 Ul ykazaHHbIX B CrHcke

ITonb3oBateneii, Bxmouas Omnepatopa, Ilognucanra,
KonTponepa u AnqmuHucTpaTopa ., yIOJIHOMOYEHHBIH Ha
ucnonp3oBanue CucreMbl KnmenT-bank Ha ocHOBaHHH

ITporokona D11 w/umu I[porokona Kiroua [Tonp3oBaTens.

TIWH - cneuuanbHO 3aqaHHAs KOMOWHAIMS HUQP s
nonyueHust focryna k Hocurento.

IlpaBuna -
JOKYMEHTOoOOOopoTa ¢
Knmenrt-bank, B pemaknuu OmMyOJMKOBaHHON Ha caiite
banka, sBnstomuecs HEOTbEMIIEMBIM MPHJIOKEHHEM K

Horosopy.

HaCcTOAIMEC npaBujia OJIEKTPOHHOT'O

HCII0JIBL30BAHUEM CucTtemsl

HOporoxon DI — D/ uam AOKyMEHT Ha OyMa)KHOM
HOCHTENe B COOTBeTCTBUU ¢ [Ipmnoxxenuem 4 x Jlorosopy,
conepxatuii uaopmMaruio 06 oTkpeiTom Kioue DI B
IIECTHAAIATEPUYHOM BUJAE ISl MIPOBEPKHU MOATUHHOCTH
Kiroua, u gannbeie o Biaangenblie Kiroua, moamucaHHBIN
TTonb3oBaTenem, V1o1HOMOYEHHBIM

3aBepCHHLII\/'I reyaTthio Kimenra.

JINI[OM u

ITporokoa Kiurwua [onb3oBarenss — O] unu 10KyMeHT
Ha OyMa)XHOM HOCHUTEJIE B COOTBETCTBUU ¢ [IpuinokeHnem
5 x oroBopy, conepxxaiiuii HHGopMaLuo 00 OTKPHITOM
KJII04e
MIECTHAAIATEPUIHOM BHE U MPOBEPKH MOITUHHOCTH
Kiroua, u gannbeie o Biaagenblie Kiroua, moamucaHHBIN

SJICKTPOHHOI'O KJIro4da I10JIb30BATECIIA B

ITons30Barenem, VY 110IHOMOYECHHBIM JIMIOM u

3aBEpEHHbIN NevaThio Kinenra.

Padouee mecTo — 00OpyqOBaHHE, YIOBICTBOPSIOIICE

IPpOrpaMMHO-TEXHUYCCKUM TpC6OBaHI/I}IM K

Open Key of ES Key - a cryptographic key, which is
connected with the relevant Secret key of ES Key through
special mathematics.

Password is a combination of letters and/or numbers,
provided by the User or the Administrator, as specified in
the Rules, and used to enter the Client-Bank System. The
initial password is generated and provided by the Bank.

Signer is a User from the Client's side, authorized to sign
ED in the Client-Bank System with the ES under the power
of attorney, issued in the form provided by the Appendix
No.3 to the Agreement.

User means any person, specified in the List of Users,
including the Operator, Signer, Controller and
Administrator, authorized to operate the Client-Bank
System in accordance with ES Protocol and/or User Key
Protocol

PIN means a specially generated combination of numbers
to get access to the Electronic storage device.

Rules mean this rules of electronic document flow with the
use of the Client-Bank System in the version, published on
the web-site of the Bank and being an integral part of the
Agreement.

ES Protocol means ED or a hard copy document in
accordance with the Annex 4 to the Agreement, containing
the information about an open key of ES Key in a
hexadecimal format, intended for the ES verification, as
well as - ES Key owner details, signed by this User and the
respective Authorized person, certified by the seal of the
Client.

User Key Protocol means ED or a hard copy document in
accordance with the Annex 5 to the Agreement, containing
the information about an open key of electronic User Key
in a hexadecimal format, intended for the User Key
verification, as well as - User Key owner details, signed
by this User and the respective Authorized person,
certified by the seal of the Client.

Workstation means the equipment complying with the
software and hardware requirements of the Client-Bank
System on the Client's side, listed in article 12 of the Rules.
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¢ynkumonnposanuo Cuctemsl Knnenr-bank Ha cropoHe
Kinuenra, nepedncnennsie B crathe 12 I1paBui.

Pa6ounii nenb — 0001 1eHb, B KOTOPBIH OaHKU OTKPBITHI
JUId  TIPOBEJCHUS omepanuil (KpoMe YCTaHOBJICHHBIX
BBIXOJHBIX JHEH M HepaObouumxX Npa3AHUYHBIX THEH) B
Poccniickoii @enepanuu, B paMkax pado4yero BpeMeHU H
rpaguka paborel banka u ycnoBuii JloroBopoB o
0aHKOBCKHX
npenocrasigercs B Cucreme Knnent-bask.

ycayrax, uHGOpManus O  KOTOPBIX

Pacnopsizkenne — Pacnopspkenne mo Cuery Kimenra,
odopmireHHOE ¢ Hcnonb3oBaHueM Cucremsl KimeHT-
Bbaunxk.

Cucrema Kimmenr-bank - aBToMaTu3upoBaHHas cUCTEMa
MO3BOJISTIOILAS OCYIIECTBIISITH
JJNIEKTPOHHBIA JTOKyMeHTooOopoT wMexnay bankom u
Knmenrom n qucTaHIIMOHHOE OaHKOBCKOE 00CITy)KIBaHHE
(nHTEpHET-0AHKUHT).

«Kmuent-banky,

Cmucoxk Ilonw3oartenein (CII) -
YIIOJIHOMOYEHHBIX Ha Hcroib3oBanue Cucremsl Kimenr-
bank,
[Tpunoxennem Ne 2 x JloroBopy 1 HampaBI€eHHBIN B BUIE
O/, noxnucannoro I, wim nokymMeHTa Ha OyMa)KHOM

CIIMCOK  JIHII,

CcOCTaBJICHHBIH KIMEeHTOM B COOTBETCTBHH C

HOCHTEJIE, MOAMMCAHHOIO Y IIOJHOMOYEHHBIM JIMIIOM H
nevateio Kiuenra.

CekperHblii KJIH04 - CekpeTHbIH K04 MH(POBAHUS,
CeKkpeTHBII KITI0Y AJIeKTPOHHON moanucu u CeKpeTHBIH
k04 [Toas3oBatens.

CexkpeTHbIi K104 HIH(POBAHUS - KPUIITOTPa)UUCCKIH
KJII04, KOTopelit Xxpanutcs Ilons3zoBarenem u CTopoHaMu
JloroBopa B TaliHE M HCHOIB3yeTCs Ui INHUGPOBAHUS
JTaHHBIX.

YnosnoMoyeHHOe JIMIO -
neiictBoBaTh OoT uMeHH Kimenrta (B TOM 4uclie B
otHomennn DJ] KiueHnTa) Ha OCHOBaHHMHM 3aKOHA,
JIOBEPEHHOCTH WM  HWHBIX

JIMo, YIOJIHOMOYCHHOC

YCTaBHBIX JOKYMEHTOB,
MMOATBCPIKAAOIIUX JOKYMEHTOB;.

JuekTpoHHbIii  gAokymeHT () - JloxymeHT,
MPE/ICTABICHHBIA B 3JIEKTPOHHOW (opme B Buae (aitna
uaM  3amucH  0asbl  JJaHHBIX,  NOJTOTOBIICHHBIH,

XPaHSIIMNACS W/WIK TIepefaHHblid ¢ momoribo CHCTEeMbI
Knuent-baHk.

JuexkTpoHHasa mnoanucs (II) —
MONYy4YEeHHBII B pe3ysbTare

PEKBU3UT

oA,

KPHUITOrpadgu4ecKoro

Business day means any day on which banks are open for
transactions (except for the established weekends and non-
working public holidays) in the Russian Federation, within
the working hours and schedule of the Bank and
Agreements on bank services, information of which is
available in the Client-Bank System.

Instruction means an Instruction to the Client's Account,
created in the Client-Bank System.

Client-Bank System means an automatic “Client-Bank”
System enabling the electronic document flow between the
Bank and the Client and remote banking services (online
banking).

List of Users - a list of persons, authorized to use the
Client-Bank System, drafted by the Client in accordance
with Appendix No.2 to this Agreement and provided to the
Bank as the ED signed by ES or in a hard copy signed by
the Authorized person and bearing the stamp of the Client.

Secret Key means User Secret Key, Secret ES and Secret
Encryption Key

Secret Encryption Key - a cryptographic key that is kept
in secret by a User and the Parties to the Agreement and
used for encryption.

Authorized person is a person, authorized to act on behalf
of the Client (including with respect to the ED of the
Client) in accordance with the law, charter documents,
power of attorney or other documentary supports.

Electronic document (ED) means a document issued in
the e-form as a file or a record of the database, prepared,
stored and/or transferred via the Client-Bank System.

Electronic signature (ES) is an ED element, obtained as
a result of cryptographic transformation of the information
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peoOpa3zoBaHus HH(OpMaKH ¢ ucnons3oBanueM Kimroga
DI, mo3BoJSAIOUINI ONpeenuTh JIULOo, noAanucasuiee D1,
a Takke oOHapyXHuTh (pakT BHECEHUS U3MEHEHHH B D]
10cje MOMEHTA €ro IMOJIMHMCAaHUs, a TaKKe YCTaHOBUTH
OTCYTCTBUE UCKaXKeHUS HHPopManuu B DJ1. DneKTpoHHas
MOANHUCh B CMbIciae Hacrtosmero Jlorosopa sBiseTcs
YCUJICHHOH HEKBaJIM (PULIUPOBAHHOMN IEKTPOHHOU
TIOZMHUCHIO B COOTBETCTBUU C 3aKOHOJATEIBLCTBOM, €CIIH B

HOI‘OBOPC HE YKa3aHO MHOC.

VHbIe TEpPMHHBI, HUCIOJb3yEeMbIC M HE OIpECICHHBIC B
Hactosimmx [IpaBuiax, UMEIOT 3HAYCHHE, JIAHHOEC UM B
NEHCTBYIOIIEM JOroBOpe OaHKOBCKOI'O CUETa MEXIY
Bankom u Knentom (eciu umeercs).

2. OBIIME IMOJIOKEHUSA

2.1.  Hns OpraHu3alun ANIEKTPOHHOTO
IoKyMeHTooOopoTa bank nmpenocrasiser Kmenty
MIPOrpaMMHOE obecnieueHue, KOTOpOe

YCTaHaBJIMBAETCs HA MEPCOHAILHOM KOMIIBIOTEPE

Knmenra, orBevaromem tpeboBanusiM k Pabouemy

MECTY, U3JIOKCHHBIM B II. 12 HaCTOAIIUX HpaBI/IH.

2.2. O6wmeH D] ocymiecTBisieTcs exXeTHEBHO 24 Jaca B
cyrku. O6pabotka D/ bankom ocymecTsusercs B

PaGoune quu.

2.3. 3amuTa AaHHBIX IPU NEepeayde, a TAKXKe 3aIlUTa UX
MOJUIMHHOCTH ¥ 1I€JI0CTHOCTH, OCYIECTBIISETCS
cpeacTBaMu KpHIITOrpapmaecKoit 3aIUTHI
unpopmanmn (CK3UM). 3akmrouenne KimeHtom
JloroBopa oO3HauaeT €ro coriacue ¢ TEeM, 4YTO
HCIOJIb30BaHUE cpeacTB
kpunrorpaduu JIOCTaTOYHBIM  JJISt
obecrieueHHs 3alUThl IE€PEJaBaeMbIX [JaHHBIX,
TIOJVTMHHOCTH u L[EJIOCTHOCTH SN
Beimeyka3annoe cormacue KimenTta cumtaercs
MOJIy4eHHBbIM bBaHKOM TakKe INpH OTCYTCTBHH
n3BemieHnss KnneHra o HamMepeHMM pacTOPTrHYTbH
[HoroBop B Teuenne 3 (Tpex) Paboumnx nueit ¢ gate
yBegomiieHus KilMeHTa O BHECEHMM W3MEHEHHH
CK3M1.

YKa3aHHBIX BBIILIC

ABJISICTCS

2.4, Wudopmarus o Ilomp3oBarensix U UX PONAX B
Cucreme Knnent-bank ycranasnuBatorcs bankom
B coorBerctBun co Cnuckom Ilomb3oBateneit
(CII). Ilonp3oBarenun MOTYT HMETh CIIEAYIOLIHE
ponu: Aamunuctpatop, Oneparop, [lonnucant u

Cucrems! Kiment-bank, Kontponep omyctumo

with the ES Key enabling to detect the person that signed
the ED and track changes of the ED after its signature, as
well as to prove absence of data corruption in the ED. The
electronic signature as referred to in the Agreement is the
enforced encrypted non-certified electronic signature in
accordance with the Law, unless otherwise specified in the
Agreement.

All terms used and not defined in this Rules have the
meaning given to them in the effective bank account
agreement between the Bank and the Client (if any).

2. GENERAL PROVISIONS

2.1.  For establishing electronic document flow, the
Bank provides the Client with the software to be
installed on the personal computer of the Client that
meets the requirements to the Workstation specified
in clause 12 of the present Rules.

2.2.  Exchange of EDs is performed 24 hours a day. The

Bank processes ED within Business days.

2.3. Data protection during transferring, as well as its
authenticity and consistency is performed via
cryptographic  information protection facility
(CIPF),. Entering into the Agreement by the Client
that it agrees that the wuse of the
abovementioned means of cryptography is

sufficient to protect the data transferring, the ED

means

authenticity and consistency. The abovementioned
consent of the Client is also deemed obtained by the
Bank in the absence of the Client notice on its
intention to terminate the Agreement within 3
(three) Business days from the date of notification
of the Client on amendments of CIPF.

2.4. The information about the Users and their roles in
the Bank-Client Client-Bank System is set by the
Bank in accordance with the List of Users. The
Users may have the following roles: Administrator,
Operator, Signer and Controller. The combination

of the roles of Operator and Signer; Operator and
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2.5.

2.6.

2.7.

2.8.
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coBMmemieue poneit Oneparop u Ilognmcanr;
Omneparop,
Hoanucanr wu  ApamuHuctpatop. TenedoH u
JJIeKTPOHHas moura, ykazaHHble B CII, momxHbI

Onepatop ¥ AJAMHHUCTpATOD;

OBITh YHUKAIBHBIMU AJis1 Kaxkaoro [Toms3oBarerns.

Jluma, ykazaHHBIE B COOTBETCTBYIOLIMX paslenax
CIl B
COOTBETCTBYIOIIMM IIpaBoM noanucu D1 Knuenra.
K ClI TIPHJIATAl0TCS
MOATBEPXKAAIOIINE TOJHOMOYUS OSTHX JIMI Ha

Ka4eCTBEC HOILHMC&HTOB, HAOCISIOTCSA

JAOKYMCHTBHI,

MOJANUCAaHUE COOTBETCTBYIOIUX OJI, ecnu Takue
JIOKYMEHTBI He ObLIH npeacTaBieHsl B baHk paHee.

B cnydae ucreuenus cpoka 1eicTBUS IOTHOMOUHIT
Ilognucanta, Knuent mnpencraBmser B bank
JOKYMEHTBI,  TOATBEP)KAAIOUIME  IPOJUICHHE
nonHoMounit (ecnu nmpumenumo). Ecnmm Ha naty
CpOKa ITOJTHOMOYHH OTCYTCTBYIOT

HEOOXOIMMBIE

HCTEYEHUS
TIOATBEPXKAAIOIUE  TOKYMEHTHI,
npaBo Ol Takoro nuna BpeMEHHO OJIOKHpYETCs B
Kmuent-bank 1o mpenocraBieHus
HEOOXOAMMBIX IOATBEPKAAOIINX JOKYMEHTOB
i 10 mnomydeHuss ob6HomienHoro CII, wu3

KOTOpOIro HCKJIKHYEHO TaKo€ JIMIO. B ciy4yae

Cucreme

Npe10CTaBICHUS 0OHOBJIEHHOT'O CII,
Ilonb3oBaTenu, He  yKa3aHHblE B TaKOM
obonosnennoM CII, ymamsrorcss w3 Cucremsl

Knuent-baHk.

B memsx  [OMOMHWUTENBHON  3allMTBl  OT
HECaHKI[MOHUPOBAHHOr 0 HamnpasieHus B bank OJ1
or umeHu KiumeHra, TOCIEIHMA  MOXET

orpannuuts nepenauy O/ no IP wumu MAC-
aapecam. s storo Knnent npeacrasnser B bank
COOTBETCTBYIOUIYIO  3asBKy Ha  OyMaXHOM
HOCHUTENE, MOANUCAHHYI0  YIOJHOMOYEHHBIM
JIULOM. Ucnonnenue yKa3aHHOI 3a5BKU
ocyuiecTBisieTcs B TeueHue S (mstu) Pabounx nHei

C JaThl ee mony4yeHus: bankom.

Ecmu YCTaHOBJIEHO
[IpaBunamu, MOryT OBITh
npencTaBieHbl B BaHK B AIEKTPOHHOM BHIE C
Cucremsl

HHOC crenralibHO HC

3asBku  Knumenra
HCTIOJIB30BAHUEM Knuent-bank
(mogmucanusre [lognmucanTom), i Ha OyMaKHOM
HOCHUTEJIE
munoM). Ecin uHOEe He yKkazaHO B HACTOSIIMX
ITpaBunax, 3asBkH 0OpadaThIBaloTcss bBaHKOM He
no3jHee cienyromero Paboyero mHA ¢ natel ux
nonyueHust bankom.

(moanucaHHble  YTHOJHOMOYCHHBIM

2.5.

2.6.

2.7.

2.8.

Administrator; Operator, Signer, Administrator
allowed. Telephone and email specified in the List
of Users shall be unique for each User.

The persons, specified in the respective sections of
the List of Users as Signers are entitled to sign the
respective Client's ED. The documents confirming
the authority of these persons to sign the respective
ED, shall be enclosed to the List of Users, unless
these documents were not provided to the Bank
before.

Upon expiry of the Signer’ authorities, the Client
shall submit to the Bank the documents confirming
prolongation of the authorities (if applicable). If on
the expiry date the required
documents are not provided, the ES right of such
person shall be temporarily blocked in the Client-
Bank System until the required documents are
provided or the updated List of Users is received
where the respective person is excluded. If the
updated List of Users is provided, the Users who are
not listed in the updated List of Users shall be
deleted from the Client-Bank System.

confirmation

For the purposes of further protection against
unauthorized ED submission to the Bank on behalf
of the Client, the latter may limit the ED transfer via
IP and/or MAC-addresses. For this purpose, the
Client submits to the Bank a respective request in
hard copy, signed by the Authorized person. The
above request shall be performed within 5 (five)
Business days from the date of its receipt by the
Bank.

Unless otherwise specified by the Rules the Client's
requests may be submitted to the Bank
electronically via the Client-Bank System (singed
by Signer), or in hard copy (signed by Authorized
person). Unless otherwise specified by the Rules the
requests shall be processed by the Bank not later
than the next Business day from the date of their
receipt by the Bank.
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2.9.

2.10.

3.1

3.2

3.3.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

bank ocymectBiusier xpanenue Bcex O/,
NIOJTy4eHHBIX/HaNpaBiIeHHbIX Kirenrty, B TeueHne
IISITH JIET ¢ MOMEHTA MX IO0JIy4YeHH s/ OTIIPaBIICHHS,
eclii UHOe He TpedyeTcsi 3aKOHOAATEeILbCTBOM MIIH

JloroBopom 0 6aHKOBCKHX yCITyrax.

IIpu wHeobxommmoctn KimeHnty wmoxer OBITH
MpeJOCTaBIeH JOCTYyn K
¢ynkuuonany Cucremsl Kinenr-bask, o koTopom
CTOpOHBI 10rOBapUBAIOTCS OTAENBHO.

JOIMOJIHUTCIIbBHOMY

3. HOAKJIOYEHHUE U HAYAJIO PABOTbBI

B CUCTEME KJIMEHT-BAHK

IMoaknrouenue Kinenra k Cucreme Knuenr-bank
M perucTpamuss B
OCYILIECTBIISIETCS TTOciie 3aximroueHust JloroBopa u
Kmuentom B bank CII u
JIOKyMEHTOB, TpeOyeMBIX B COOTBETCTBHU C
0aHKOBCKMMH TPaBHUJIAMH [UISI YAOCTOBEPEHHUS
nuyHOCTH Beex [lonp3oBareneit 1 mOATBEPKACHUS
nosHOMOouni Bcex IloammcaHTOB, yKa3aHHBIX B
CII,
npencTaBieHbl B baHk panee.

Hel ITonb3oBaTenei

npeacTaBJICHUA

CCIIn TaKuec JOKYMEHTBI HC ObLTH

Ilocne 3axmouenus [loroBopa u momyuenust CII
bank mnpenocraBnsier Kmmenty Hocutenn wu3
pacuera oauH a1 Kaxnporo Ilomp3oBarens.
Ilepenaua Hocwureneii
YnonnomouenHoMy Jmny Kimenra mno akrty
npuema-niepenaun. [IMHBI npenocraBistoTes ¢

OCYIIECTBIISETCS

cooTBeTCcTBYIOIIUM Hocutenem B 3ameyaTaHHOM
KOHBEPTE WJIM IO AICKTPOHHOH ITOYTe, Ha aJpec
ITonb3zoBatens ykazanusiii B CII. Ha ocHoBanuun
Knuenra, MIPEACTaBICHHOTO B
¢hopme, Bank
3arneyaraHHbelii kKoHBepT ¢ Hocurensamu
Croco0oM Inepeayul, yka3aHHbIM B TAaKOM IHCbMeE

nrckMa
MHUCbMEHHOU HaNpaBJIsIET

HWHBIM

3a cuet Kinenra.

Ilocne  momywenmss  Hocuteneit  Knmentom
Anmunuctpatop Cuctemsl Knnent-bank cozmaér
Ha JaHHbIE YCTpoicTBa »3neKTpoHHblEe Kitoun
IMone3oBateneit w/uma Kioun OI1. B pesysbrare
co3JaHus AMEeKTpoHHbIX Kirouel 6yayT 10CTynHbI
IMporokoner JI1 w/unu  TIpoTOKOIBI

Tlonb3oBarenei,

Kimrouei
OpPUTHUHAIBI KOTOPBIX
HE00X0AMMO O(GOPMHUTH JODKHBIM 00pa3oM U
MpeJOCTaBUTh B IUIS  AKTHBAILlUH

COOTBCTCTBYIOIIUX Kiroueid.

bank

2.9.

2.10.

3.1

32

33

The Bank stores all ED received from/sent to the
Client within five years from the moment of
receipt/sending, unless otherwise is required by the
Law or the Agreement on bank services.

If required the Client may be granted access to the
additional functionality of the Client-Bank System,
which the Parties agree upon separately.

3. CONNECTION TO AND LAUNCH OF THE

CLIENT-BANK SYSTEM

Connecting the Client to the Client-Bank System and
registration of the Users therein is effected after
conclusion of the Agreement and submission by the
Client to the Bank of the List of Users and the
documents, required by banking rules to certify the
identity of all Users and confirm the authorities of
Signers specified in such List of Users, if such
documents were not submitted to the Bank earlier.

Upon conclusion of the Agreement and receipt of the
List of Users, the Bank provides the Client with
Electronic storage devices, one per User. The
Electronic storage devices are handed over to the
Authorized person of the Client under the delivery-
acceptance act. PINs are provided with the respective
Electronic storage device in the sealed envelope or by
email to the email address of the User, specified in the
List of Users. In accordance with the Client’s letter
provided in written form the Bank shall send the
sealed envelope with Electronic storage device in that
by other ways of transferring provided in Client’s
letter on Client’s account.

Upon receipt of the Electronic storage device by the
Client, electronic User Keys and/or ES Keys shall be
created on these devices by the Administrator. As a
result of the creation of the electronic Keys, ES
Protocols and/or User Key Protocols of the respective
Keys of Users and ES will be available, it is required
to provide the Bank with the hard copies of these
documents in a due format in order the Bank could
activate the respective Keys.
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3.4.

3.5.

3.6.

3.7.

3.8.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

Bank ne mo3nuee 2 (1Byx) PaGouux mqHe# ¢ gatht
nony4uenust [Iporokonos DI w/unu IIpoTokonos
Kiroueit [Tonmp3oBateneit Ha 6yMa)kHOM HOCHTEINE

OCYLIECTBJISIET  HPOBEPKY  KOPPEKTHOCTH H
COOTBETCTBHSI ~ IEeKTpoHHBbIX  Kirouelt  Ha
pacriedaTke COIEP)KUMOMY INEKTPOHHBIX

3alpOCOB Ha PETHUCTPAIMIO JaHHBIX KIIOUeH, a
TaKKe COOTBETCTBHE TIOMIKMCH HA paclieyaTke
obpasiy,
KapTouKe, MacrnopTe, JOBEPEHHOCTH.

3asBleHHOMY banky B bankoBckoi

IIpu monoxuTenbHOM pe3ynbTaTe NPOU3BEAECHHON
npoBepkr baHK perucTpupyer 3IeKTPOHHBIE
Kmoun B cootBetcTBru ¢ [IpoTokonamu D11 n/umm
IIporoxonamu Kmroueit Ilons3oBareneit B Cucteme
Knuent-bank u HaIIpaBJIIeT Knuenty
YBEOMJIEHHE TOCPEICTBOM 3JIEKTPOHHON IMOYTHI
cornacHo CII.

Ilpu orpunarensHoM pe3ynbTare - baHk He
MOJTyYECHHBIH
IIporokon  Kiroua

Bo3Bpamaer Kiuenty naHHbIi

MPUHUMAET K  UCIHOJHEHUIO
IIporokon  OII
TTonb3oBaTens,

JIOKyMEHT Yepe3 ero sIeiiKy B baHke u yBemomisieT
00 3ToM TO 3neKkTpoHHONH moute llomp3oBaresns,

ykazanHo# B CII.

/U

Kiroun ITone3oBareneit u Kitoun OI1 moryt ObITh
ucnonb30BaHbl i paborsl B Cucreme Kimenrt-
bank u noanucanus O] Knuenrta Tonpko mocie
peructpaiuu bankom snexkTpoHHbIX Kirouelr B

coorBercTBUM ¢ Ilporokomamu OIl  w/mnn
IIpoTokonam Kiroueit ITonb3oBaTenei,
oopmIteHHBIX JOJDKHBIM obpa3om U
TIPeIOCTaBICHHEIX B baHk.

Ilocne  3aBepmieHus  peructpauuu  bankom
9neKkTpoHHbIX Kitouelt B cOOTBETCTBUU C
TIPel0CTaBICHHBIMU B COOTBETCTBUU c

IIpotokonamu OI1 w/mnu Ilporokonamu Kiroueit
Ilonws3oBarens,
Knuentom B kauectBe AJMUHUCTPATOPA, CO3JAET

Ilonp30BaTene, Ha3HAYEHHBIN
Jloruns! u onHopa3zossle [laponu qst nepBU4HOrO
Bxoma B Cucremy Kiwment-bank s
Tlonb3oBaTteneit Knuenra. TTocne

AnmuaHCTpaTop MHGOpMupYyeT baHk 0 co3maHun

yuétHbix 3anuceir [lomp3oBaTeneit, utoOsl baHk

BCCX
3TOro

3aBepUIMI  aKTHBaUMiO  npoduied  JaHHBIX

ITonw30Bareneii.

3.4

3.5

3.6

3.7

3.8

The Bank within 2 (two) Business days from the date
of receipt of the ES Protocols and/or User Key
Protocols in hard copy verifies the correctness and
matching of the electronic Keys in the hard copy with
the e-request for registration of the respective Keys, as
well as matching of the signature in the hard copy with
the specimen signature, provided to the Bank in Bank
card, passport or power of attorneys.

If the result of the verification is positive, the Bank
registers the electronic Keys in accordance with the
ES Protocols and/or User Key Protocols in the Client-
Bank System and notifies the Client thereof by email
specified in the List of Users.

If the result is negative, the Bank shall not accept the
ES Protocol and/or User Key Protocol and shall return
the document to the Client via its file storage in the
Bank, and shall inform the User thereof via email
specified in the List of Users.

The User Keys and ES Keys may be used to operate
the Client-Bank System and sign any ED only after
the Bank registered the respective electronic Keys on
the basis of the ES Protocols and/or User Key
Protocols provided to the Bank in a due format.

As soon as all the electronic Keys in accordance with
the ES Protocols and/or User Key Protocols are
activated by the Bank, the User having the role of the
Administrator creates Logins and one-time Passwords
for all the Users to enter the Client-Bank System, as
soon as it is completed, the Administrator shall inform
the Bank so that the Bank can complete the activation
of Users’ profiles.
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3.9.

4.1.

4.2.

4.3.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

ITocne bankom

[Tonp30BaTeneit

aKTUBAIUKU npoduneit

Cucrema Kmmenr-bank
(yHKIIMOHUPYET B TECTOBOM pexuMe. JloKyMeHTBI,
nonyyaemble bankom ot Knmenta B pamkax
TECTOBOTO IMEpHOAa, HE BIEKYT 3a CcoO0oi
BO3SHMKHOBEHHs 0053aTeJIbCTBA CO CTOPOHBI baHka
no ux ucnoiaHenuto. KiueHTt B mo60if MOMeHT
OCYIIECTBUTH

¢ yHKIMOHANA

MOXKET 3anpoc Ha epeBog

Cuctembr  Knuent-bank  u3
TECTOBOTO B pabO4Mii pexXUM MyTeM HalpaBIICHHS
B baHk paHHOro 3ampoca ¢ HCHOJIB30BaHHUEM
cBobomgHoOro opmara. 3/, CBUAETENBCTBYIOIIETO
00 OKOHYaHMH NEPHO/ia TECTUPOBAHUS U IIEPEXOJIe
Ha pabory B pexume skcmryatauud CHCTEMBI
Knuent-bank B momHom ¢ynkiuonane. Ilocne
MOJIy4eHHs TaKoro coobOuenus baHk He mo3nHee
CJIEAYIOILETO JTHS
npuaumath OJ[ k wucnonHeHuro. O  ¢akre
aktuBanuu ¢yHkipoHana Cucremsl Kimenr-bank

OIIepalriuOHHOT 0 HauYMWHaCT

B paboueM pexume [lonb3oBarenu yBeaoOMISIOTCS
T10 3JIeKTPOHHOU moute coriacHo CII.

4. U3MEHEHME CIIMCKA
MOJIb30OBATEJIEN

I[Ipu wusmenenun moboi unpopmauuu B CII,
Knuent npencrasnsiet B bank oonoBnennsiii CIT
Ha OymaxxHOM Hocutene win deped Cucremy
Knuent-bank n moxkyMeHTHI, yka3aHHbIe B 1. 3.1
BBIIIE.

[pu no6asnenuu B CII HoBbIX [loNb30BaTeneit
bank mpenoctasiser Kmuenty Hocurtenun wu3
pacueTa ouH Ist Kaxoro Hosoro [lons3oBaTens.
IIepenaua
OCYIIECTBIISIETCS B MOPSIKE, YKa3aHHOM BBIIIIE B I1.
3.2

TMOATOTOBJIEHHBIX Hocwureneit

Usmenenus B Cucreme Knment-bank, Tpebyembie
c
ocymecTBisieTcss B TedeHne 3 (tpex) Paboumx

B COOTBETCTBHM ¢  OOHOBJICHHBIM
JIHEH ¢ JaThl MONy4YeHuss baHKoM OOHOBICHHOTO
CII u noxymenToB. B ciyuae eciu BHOcumble B CII
W3MEHEHUsl CBs3aHbl ¢ 3aMeHOM baHkoOBCckoM
KapTOYKH, YKa3aHHBIM B HACTOsILIEH CTaTbe CPOK
MoOXeT ObITh mpomieH baHkoM Ha  Cpok,
HEOOXOAMMBIH JJIsi MPOBEACHHS HPOLENyp IO

npuemy B paboTy HOBOM BaHKOBCKOIT KapTOUuKH.

3.9 As soon as all the Users’ profiles are activated, the

4.1.

4.2.

4.3.

Client-Bank System functionality will be available in
the test mode. The documents received by the Bank
from the Client during such a test period shall not
cause any Bank’s obligations to execute such
documents. At any time the Client can raise a request
to activate the Client-Bank System’s functionality in
the operational mode by sending a free format
electronic message to the Bank through the Client-
Bank System, requiring to activate the Client-Bank
System functionality in the operational mode. After
receiving such a request, the Bank starts accepting ED
for execution no later than the next business day. The
Users are notified by emails according to the List of
Users about the fact of activation of the Client-Bank
System’s functionality in the operational mode.

4. CHANGES TO LIST OF USERS

In case of any changes in the List of Users, the
Client shall submit the updated List of Users to the
Bank in hard copy or via the Client-Bank System
and documents specified in clause 3.1.above.

Upon adding of new Users to the List of Users, the
Bank shall provide the Client with the Electronic
Storage Device, one per new User. The new
Electronic Storage Devices shall be passed to the
Client in accordance with clause 3.2 above.

Changes in the Client-Bank System, required in
accordance with the updated List of Users shall be
effected within three (3) Business days upon date of
receipt of the updated List of Users and documents
by the Bank. If the changes to the List of Users are
connected with the replacement of the Bank card,
the timeframe specified herein may be extended by
the Bank for the period, required to complete
procedures on acceptance of the new Bank card.
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TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

4.4. Tlpenocrapnenue Jlorunos u IMapomneii ans sxoga 4.4.  The Logins and Passwords to enter the Client-Bank
B Cucremy Kinent-Bank nosbiM ITonb3oBaresiem System by a new User shall be provided in
OCYILECTBIISCTCS B MOPSIKE, IPSIYCMOTPESHHOM B accordance with clause 3.3 and 3.8. above.

. 3.3 u 3.8. BBIIIE.
5. 3AMEHA KJIIOUE 5. KEY REPLACEMENT

5.1.  3amena Kioueit ocymecteisiercst B cienyromux S.1.  The Keys are replaced in the following cases:
CIlyJasx:

(a) oxoHwanume cpoka jeictBus  Kiroueit (a) expiration of the Keys (scheduled replacement);
(maHOBOE OOHOBIIEHHE);

(b) 3amena Hocwuress; (b) replacement of the Electronic Storage Device;

(c) Kommnpomerarus kmoya. (¢) Key compromise.

5.2. Tlpu mnomyuenun B Cucreme Kimenr-bank 5.2. Upon receipt of notification in the Client-Bank

COOOIIEHHsT O TMPEICTOSANIEM OKOHYaHHWH CpOKa System about forthcoming expiration of the Keys or
neiictBus  Kimouedd wimm B cioydae eciam CpPOK upon expiration of the current (registered in the
NEHCTBHUS TEKyIero (3aperucTpUpPOBAHHOTO B Client-Bank System) electronic Key, the Keys shall
Cucreme Kimenrt-bank) snekrponnoro Kiroua be regenerated by the User. In this case, a new
HCTEK, ITonb3oBaTenn CaMOCTOSTEIIFHO Request on registration of the electronic Key is
OCYIIECTBIIIET UX mepereHepanutoo. [Ipu 3tom B generated in the Client-Bank System, it is required
Cucreme Kiment-bank Qopmupyercss HOBBIi to provide the respective ES Protocols and/or User
3anpoc Ha peructpanuio snekTponHoro Kmoua O11 Key Protocols to the Bank via the Client-Bank
w/vnu Kiroua [Monb3osartens, [Iporoxon D11 w/umu System or in the hard copy. A new electronic Key is
IIpotoxon Kiroua Ilonp3oBaTtens HeoOXOAUMO registered in the Client-Bank System in accordance
HanpaBuTh B baHk c mcmonp3oBanmeM CucTeMbI with the article 3 above.
Knuenr-bank wnam B BUOe OpUrHMHANIA Ha
OymaxHoMm Hocuteine. Perucrpanus B Cucreme
Knuent-bank HoBoro anexkrponHoro Kiroua
OCYIIECTBISICTCS B TMOPSIIKE, MPEIYCMOTPESHHOM B
CTaThe 3 BhIIIE.

5.3. B cnyuae mnopuw/yrparei Hocurens Beimaua 5.3. If the Electronic Storage Device is broken/lost, a
bankom HoBoro Hocutens ocymiectBisieTcss Ha new Electronic Storage Device is provided by the
OCHOBAHHH 3a5IBKU. Bank according to the request.

5.4. B cnyuae 3amensl Hocurens no ununumaruBe S5.4. In case of replacement of the Electronic Storage
banka, 3amensemble Hocurtenu mepenarorcs Mo Device at the initiative of the Bank the Electronic
aKTy npuema-nepenadu baHky. Storage Device to be replaced are handed over to the

Bank according to the delivery-acceptance act.

5.5.  Hoseui/3amensemsiit Hocurens mpenocraBnsercs 5.5. A new/replaced Electronic Storage Device is
B COOTBETCTBHHU C 1. 3.2. provided in accordance with clause 3.2.

5.6. Cosmanue HOBoIXx Kimoueir u mnocnenyromas 5.6. Creation of the new Keys and subsequent
perucTparus JTAHHBIX Kiroueit Banxom registration of these electronic Keys by the Bank
OCYILIECTBIIICTCS. B MOPSIIKE, MPEAYCMOTPEHHOM B shall be made in accordance with clauses 3.3. and
ma. 3.3 u 34. Tlpu 3TOM B ciy4ae yTpatsl 3.4. If the Electronic Storage Device is lost the
Hocwurens, KnueHT mpeaBapuTeNibHO MONTydYaeT B Client shall receive in advance a new Electronic
banke HOBbIA Hocutenp cormacHo MOPSIKY, Storage Device in the Bank according to the
MPeyCMOTPEHHOMY B II. 5.3. procedure, prescribed in clause 5.3.

10
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TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

5.7.  Kuuenr o6s3an ocymectBisathk cmeny Kiroua OIT 5.7 The Client is obliged to replace the ES Keys not less
He pexe, ueM | pa3 B 15 mecsimes. than once per 15 months.

6. BJOKHPOBKA YUETHOM 3AIIUCH U 6. BLOCKING USER ACCOUNT AND ES
KJIIOYA 311 KEY

6.1. B ciyyae Komnpomerarmn kmoua 6.1, In case of the Key compromise the Bank or the
ocyliecTBisieTcs ero OJokupoBka bankom wuim Signer shall block it not later than the next Business
[MoanucanToM, He IO3/HEE cieyoero Padbouero day. Generation of the new Keys and registration of
nus. Teneparmst HoBbix Kitrouelt u perucrpanus B a new electronic Key in the Client-Bank System are
Cucreme Knmnenr-bank HOBOro 31€KTPOHHOTO performed in accordance with article 3 above.
Kiroua OCYIIIECTBISCTCSI B MOpSZIKE,

MIPEyCMOTPEHHOM B CTaThe 3 BBIIIE.

6.2. Kmuenr obecrieunBaer onokupoBky 6.2. The Client ensures the block of the current ES Keys
neiictBytomiero Kitoua OI1 ogHuM H3 creayrommm by one of the following methods:
CII0CO00B:

(a) Anmunuctparopom  Cucremsr  Knument-bank ~ (a) By the Administrator of the Client via the Client-
Kmuenta ¢ ucnons3oBaHueM — (QyHKIHOHAIa Bank System functionality provided that it is
Cuctrembl KiwmeHT-BaHK TpH YCIIOBHH, YTO OH entitled to enter the Client-Bank System;
nMeeT BO3MOXHOCTh BXxonma B Cucremy Kiment-
bank;

(b) TIlommucanTtom, mpencraBuB B baHk 3asBKy uepe3 (b) by Signer submitting a request to the Bank; or
Cucremy Kiment-bank; wmm (.

(¢) VYmnonHOMOYEHHBIM JIMIIOM, mOpencTaBuB B bank  (¢) By Authorized person submitting a hard copy
3asBKY Ha OyMa)KHOM HOCHTEJIE. request to the Bank.

6.3. Hocurens Onokupyetrcst aBromatuuecku mpu S5 6.3, The Electronic storage device is blocked
(nsATH) TOIPA] MONBITKAX HEKOPPEKTHOrO BBOAA automatically if the PIN is incorrectly entered for 5
TTNHa. (five) consecutive times.

6.4. VYuernas 3anuch [lonb3oBatenss B Cucreme 6.4. The User account in the Client-Bank System can be
Kinent-baHk MoxeT ObITh 3a0JI0KHpOBaHa: blocked by:

(a) AIMHHHCTPAaTOPOM - IPH HEOOXOAMMOCTH; (a) The Administrator - if needed;

(b) Bbankom - npu Komnpomeranuu kitoua; (b) The Bank - upon the Key compromise;

(¢) Cucremoit Kiment-bank - aBromatuuecku npu 5 (¢) The Client-Bank System - automatically if the
(msATH) TOIPA] MONBITKAX HEKOPPEKTHOrO BBOAA Password is incorrectly entered for 5 (five)
[Mapos; consecutive times;

(d) Tlomp3oBaTenemM - B OTHOIIEHHUH CBOEW YYETHOM (d) The User - with respect to its own user account
3aIMCH, HA OCHOBAHHUH 3asIBKH; based on the request;

(¢) YnonHOMOYEHHBIM JIMIIOM - B oTHOIIeHUH JItoObIXx  (e) The Authorized person - with respect to any User in
ITosp30BaTeseid, HA OCHOBaHUY 3asBKH. accordance with the request.

11
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TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

7. 3AMEHA ITAPOJIA U IIMHA

7. CHANGE OF PASSWORD AND PIN

7.1. Hna  BoccraHoBieHust  3a0biroro  Ilapons 7.1. To restore the forgotten Password the User shall
[Tonmp3oBaTtento  HEOOXOAWMO  OOpaTUTBCS K approach the Administrator.

AIIMUHHCTpATOPY.

7.2. B cuyuae ecnu [Tonp3oBatens umeeT BosMokHOcTh 7.2, If the User can login to the Client-Bank System, the
Bxona B Cucremy Kimenrt-bank, oH Moxer Password can be changed by User independently in
CaMOCTOSITENIFHO OCYIIECTBHTH 3ameHy [lapons c the Client-Bank System.

HCIIOIB30BaHHEM ($yHKIMOHATA CucreMsl
Knuent-bank.

7.3. B cnyuae 3abbiToro/3abmokupoBanHoro I[IMHa 7.3. If the PIN is forgotten/blocked the respective User
cootBercTBYtomieMy [lonp3oBatento  Cucrembl shall send a request to the Bank for lockout and re-
Kiuent-bank HeoOX0IUMO MpeaocTaBUTh B BaHk issue of the Electronic storage device. Upon receipt
3asBKy Ha OJIOKUPOBKY M TEPEBBITYCK HOCHTEIS. of the request, the Bank ensures the impossibility of
Ilpu mnomyyenun 3asBku bank obecrneunBaer using the User's Key and/or ES Key and also blocks
HEBO3MOXXHOCTh UCIIOJIB30BAHUS  AJICKTPOHHBIX the respective User until the recall procedure is
Kumroueit Ilomp3oBarenss w/mmu OII, a Takke completed. If needed the User may provide the Bank
6Ji0KHpyeT cooTBeTCTBYIOIIEro Ilonp3oBarens 10 with the Electronic storage device for unblocking.
OKOHYaHHUA Ipouecca nepesbinycka. [Ipu xenanuu The User's Key and/or ES Key stored in the
ITonb3oBaTenp MOXKET HampaBuUTh B baHk Electronic storage device and recalled based on the
HMMEOLIUHCS y HEro Hocwurens JUTsL request is deemed invalid. Upon receipt of the
Pa30IIOKUPOBKHU. DNEKTPOHHBII Koy unblocked Electronic storage device, the User shall
IMone3oBarens w/umu Kirou DII, xpaHumoro Ha generate a new ES Key in accordance with the
Hocwutene, 1 0TO3BaHHOTO HAa OCHOBAaHUM 3asBKH, clause 3.3.
cuuTaeTcs HenelcTBUTeNbHBIM. Ilpu momydenun
pasonokupoBannoro Hocutens Ilonb3oBarenb
AHHUAATH3UPYET (bopmupoBanue HOBBIX
anekTpoHHbIX Kimroueit cormacho m. 3.3.

7.4.  Bank npenocrasiser [Tonb3oBatento HoBeid [IMH 7.4, The Bank provides the User with a new PIN in the
B 3ale4yaTaHHOM  KOHBEpTe BMECTE  C sealed envelope together with the unblocked
pas0iokupoBaHHbIM  Hocurenem B TeyeHue Electronic storage device within one Business day,
PaGouero qHs, clieayroLero 3a JaToi Moay4eHus following the date of receipt of the Electronic
Hocwurens. storage device.

7.5. The User can independently change its PIN at any

7.5. Tlonp30Barellb MOKET CAaMOCTOSTEIBHO U3MEHHTH . ) ) )

. time using the installed software for the Electronic
ceoit [IMH B mr06oe BpeMs C MOMOIIbIO )
YCTaHOBJIEHHOT'O IPOrPaMMHOT0 00€CIIeYeHUs IS storage device.
Hocurens.
8. ®OPMHUPOBAHMUE 3/ KJIMEHTA 8. CLIENT'S ED GENERATION
12

Bepcusa Hosbps 2020



8.1.

8.2.

8.3.

8.4.

8.5.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

Ipu dopmupoBanun ][ ¢ HCHONB30BaHUEM
Bcerpoennoro 6ianka KinueHT 3anonnser Bce mosns
(pexBU3UTHI), TNpeIyCMOTpeHHbIe BcTpoeHHbIM
0JIaHKOM B COOTBETCTBHH C 3aKOHOAATEILCTBOM H
TpeOOoBaHUAMU o)l Krmenra,

OATOTOBJICHHBIC C MCII0JIb30BAHUEM BCTpOGHHbIX

banka.

6HaHKOB, MOryT OBITHh NepeaaHbl B bank TonbkO B

cillyyae, €CIM OHM COJEepXKaT KOPPEKTHbIE
PEKBM3MTBI B  HOJAX, OOS3aTENbHBIX  JUIA
3aMoJIHEHUS.

Pacnopsixenus, BBIJIAHHbIE Knuenrom c
HCTIOJIb30BAHUEM Berpoennoro OyaHKa,
CUUTAIOTCS BBIIAHHBIMHU o dopwme,

NpeAyCMOTPEHHON 1 Takux PacnopsikeHui
COOTBETCTBYIOIIUM JIoroBOpoM O OaHKOBCKHX
yciyrax.

Berpoennsiit  GmaHk

BU3YAJIBHOI'O OTO6pa)KCHPI5{ BCE€X PCKBU3UTOB,

MOXET HE COACpKATb

3asBJICHUM, HMHCTPYKUMH W  HHpOpMALMH,

MPEIYCMOTPEHHBIX ~ CTaHAApTHBIM  OJIaHKOM,
HCIOIb30BaHUE KOTOPOro Nnpeanucato JJorosopom

yeayrax  anst oopMIICHUS
JIOKyMEHTa  Ha  OyMaXKHOM

Ilepenaua B bank 3] Kiuenra,

0 OaHKOBCKHX
AHAJIOTUIHOTO

HOCHTEJIC.
0(OPMIICHHOTO C KCIOJIb30BaHUEM BcTpoeHHOTro

OylaHka, O3Ha4aeT, YTO BCE JIOMOJHUTEIbHbIC
PEKBH3UTEL, 3asIBIICHNS, HHCTPYKIHU u
uHpoOpManus, coaeprKaluecs B TEKCTe

cTaHaapTHoro OiaHka, BbyiaHbl Kimenrom baHky
HaJIekaM 00pa3oM.

Bank ucnojaHeHuo  OJ]
cBobomgHoro Qopmara mpu Haamuuu B Cucteme
Knuent-bank BerpoeHHoro OnaHka aist 3TOro
Buga O/,

MpeIycMOTPeHHbIX J[OrOBOpOM © OaHKOBCKUX

HE€ [OPUHUMACT K

32 MCKIIOYCHHEM CIIydaeB, IPSMO
yCIyrax, a TakkKe TEeXHHYECKHX HEUCIPaBHOCTEH
Cucrtemsl Kitnenr-bank.

IIpu orcyrctBun B Cucreme Kinent-bank
BerpoenHoro 61aHKa i TOKYMEHTa KaKoro-i6o
BHJIa, OH MOXeET ObITh COPMHUPOBAH U OTIPABIICH
B bank ¢ ucnonp3oBanueM cBoOomHOTO (hopMaTa.
31 cBoboanoro ¢opmara co3naercs KnueHrom B
BHJIC OPUIMATIBHOIO OOpaIICHUs, COIACPHKAIIETO
TEKCTOBOE CcOOOIIeHHe, K KOTOpOMY B Cilydae
HEOOXOAMMOCTH MOXKET OBITh IIPHIIOKEH JJOKYMEHT

B BHJE BJIOYKEHHOTO (aiia.

8.1

8.2

8.3

8.4

8.5

To generate an ED using the Embedded form the
Client fills out all the fields (details), provided for
by the Embedded form in accordance with the Law
and requirements of the Bank. The Client's ED
created using the Embedded form may be forwarded
to the Bank only if they contain correct details in the
fields marked as mandatory.

Instructions issued by the Client using the
Embedded form are deemed to be issued in the form
provided for such Instructions by the respective
Agreement on bank services.

The Embedded form may omit a visual image of all
details, applications, instructions and information,
provided for by the standard form, the use of which
is prescribed by the Agreement on bank services for
drafting the similar document in hard copy. The
submission to the Bank of the Client's ED generated
using the Embedded form, means that all additional
details, applications, instructions and information,
containing in the text of the standard form are
properly provided to the Client by the Bank.

The Bank shall not accept for execution an ED in a
free form if the Client-Bank System has the
respective Embedded form for such ED, except for
cases, expressly provided for by the Agreement on
bank services, as well as due to technical
malfunctions of the Client-Bank System.

If the Client-Bank System does not contain an
Embedded form for any document, the latter may be
generated and sent to the Bank in a free form. An
ED in a free form shall be generated by the Client in
the form of an official appeal containing a text
message to which a document may be enclosed if
needed.

13
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8.6. B ciyuae eciu [loroBopom o OankoBckux yciyrax 8.6 If the Agreement on bank services stipulates the use
MPEyCMOTPEHO UCIIOJIb30BAHHE OyaHKa of a sample form established by the Bank, but the
yCTaHOBJIEHHOT0 baHkoM 00pasiia, HO OTCYTCTBYET Client-Bank System does not contain the respective
HEOOXOAMMBIH Ui 3TOro BcTpoeHHBIN OnaHK, Embedded form, the Client generates an ED in the
Kiuent dopmupyer D1 B BuAe OdHIHATBHOTO form of an official appeal with an enclosed file,
oOpallleHuss C BJIOKEHHBIM (haiyioM, MpU 3TOM where the file should contain the form, filled out by
cozepkaHueM (aiia JO0DKEeH SBISAThCS OJIAHK, the Client in accordance with the Agreement on
3aloNHEHHbIH KiMeHToM B COOTBETCTBHH C bank services.

TpeboBanusMu JloroBopa 0 0aHKOBCKHX YCIIyrax.
9. ABTOPU3ALNSL, OTITPABKA /1 9. AUTHORISATION, SENDING OF THE
KJIMEHTA CLIENT'S ED

9.1. Aspropusamuss ][ Kimenra ocymectBisercs 9.1. The Authorization of the Client's ED is performed
COOTBETCTBYIOIIUMHA HO)IHI/ICH.HTaMI/I. by the respective SignerS.

9.2. TlomnucaHty HeoOxoauMoO yoenuThes B ycnemtHom 9.2, The  Signer needs to make sure that the
3aBEpIICHHH MPOLecca ABTOPH3AINH (H3MCHEHNUE Authorization process is completed successfully
craryca /1) (change of ED’ status).

9.3. bamk wm3Bemaer Kmmenra o gmedictBuix B 9.3. The Bank notifies the Client on the actions with
OTHOLICHHH MOCTynmuBIIMX OJ|  mocpeacTBoM respect to the received ED by assigning them the
HPUCBOCHHMS MM COOTBCTCTBYIOUIMX  CTATyCOB, respective statuses, the list of which is as follows:
nepeyeHb KOTOPBIX MPUBEICH Jalee:

CraTtycsl / Statuses

Hospwlii / New

IIpomexyTounslii /
Interim

O /1 HanpasneH B bank / The ED is sent to the Bank

Honreep:xnén /
Confirmed

TIpomexyTouHsblii /
Interim

31 noareepxkaeH Konrponepom u moxeT 6b1Th noanucan Kimogom D11/ The ED
is confirmed by a Controller and can be signed by ES

Orka3zan / Rejected

Wroroserii / Final

O/ orkazan Kontponepom / The ED is declined by a Controller

Haxogurcst Ha
aBTopu3zanuu /
Authorization

(BKJI. ABTOpHU30BaH/
MO/NHCaH
Jupexropom /
including

Authorized by Director
n/and

ABTOpHM30BaH /

TIpomexyTouHsblii /
Interim

OJ] HaxOAUTCs HA ABTOPH3ALMH C y4ETOM NPABHII aBTOPU3ALMH C Pa3/ieeHHEM
Ha TPYIIIbI IOIICAHTOB W/WIIH HAJIMYUEM JOIOIHUTEIBHOI JIOTUKHY B
3aBUCHMOCTH OT cyMMbI nomnucbiBaemoro D1 / ED is on authorisation stage due
to complicated authorization rules are applied and/or there is an additional logic,
depending on the amount of the ED which is being authorised

HOJIIHCAH
byxrantepom
Authorized by
Accountant)
Iony4yen Bankom / Hrorossriii / Final O/1 npunst bankom / The ED is accepted by the Bank
Received
He npunsaT / Not Hrorossiii / Final O/1 ne npunst bankom B 06paboTky / The ED is not accepted and cannot be
accepted processed by the Bank
14
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9.4.

9.5.

10.1.

10.2.

10.3.

(a)
(b)

11.2.

11.3.

(a)
(b)
(©

(d)

11.4.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

Mowmentom Bpyuenuss banky O] Knuenra
CUMTAETCS MOMEHT IIPUCBOCHHUS TakoMy OJ1
cratyca «llomyuen bankom».

Or3piB OJ[ mpomsBommrcsi  Kimentom ¢
ucnonszoBanueM O] cBobomHoro dgopmara bank
HE HECeT OTBETCTBEHHOCTH 3a HEWCIIOJIHCHUE
YKa3aHHOrO  OT3bIBa  [OCJIE€  TOro,  Kak
comepxameecss B OJl  mopydeHHe  CTalo
0€30T3BIBHBIM U OKOHYATEIEHBIM B COOTBETCTBUH C
3aKOHOATEIHCTBOM.

10. 9/ BAHKA

st cesizu ¢ Knuentom bank MoxeT UConb30BaTh
9/1 B cBOOOAHOM (hopMaTe.

Banx uepe3 Cucremy Knment-bank nHampasisieT
Kiuenty JIOKYMEHTBI u uH(OpMaLHIO,
TIpelyCMOTPEHHBIE COOTBETCTBYIOILUM
JloroBopom 0 6aHKOBCKHX yCITyrax.

Momentom Bpyuenuss Knmenty D3]] banxa
cuuTaercs MoMeHT otnipasku J/] banka B Cucremy
Knuent-bank.

11. IOPAJOK PACCMOTPEHMUA
KOH®JUKTHBIX CUTY ALIUIA

B coorBerctBuu ¢ [IpaBunamu paccMmarpuBaroTCs
KOH(JIMKTBI, CBS3aHHBIE C  OIpPEICICHUEM
noanuaHocTu D) KineHra, cieayrommx TUIOB:

otka3 Kimenra ot ¢akra ornpasku J/1;

ortkas banka ot dakra nonydenus O] Knuenra.

Knuent nampasnser B bank coOTBETCTBYIOLIUM
00pa3oM MOJNHMCAHHOE 3asBICHUE C M3JI0KEHUEM
TpeMeTa MpeTeH3uN (nanee — 3asBICHNUE).

3asBieHNE TOJKHO CONEPKATh:
HauMeHoBaHue KineHra;
XapaxkTep MPEeTeH3UH;

JaTy, HOMEp U JAPYrue peKBU3UTHI, TO3BOJISIONINE
uaeHTHGUIMpoBaTh ocnapuBaeMsblil D/1;

H3JI0KEHHE OOCTOSATENbCTB, KOTOpPBIE MPUBEIU K
BO3HUKHOBEHHIO KOH()JINKTHOW CUTYAIHH.

Jns  pacCMOTpeHHsI BO3HHUKIIEH KOH(IUKTHOM
CUTyallUM CO3JaeTCs COTIaCUTENIbHAs KOMHUCCHS
(manee — Kowmmccns). IlpeacraButensimu B
Komuccun Moryr ObITh paBHOE KOJIMYECTBO JIHIL,

9.4 The moment of delivery of the Clients' ED to the Bank
is the moment when status "Received" is assigned to
such ED .

9.5. The Client can recall the ED using the free-format
ED. The Bank shall not be liable for non-execution
of the recall after the instruction contained in the ED
became irrevocable and final in accordance with the
Law.

10. ED OF THE BANK

10.1. To contact the Client the Bank may use an ED in a
free form.

10.2. The Bank shall send to the Client via the Client-
Bank System documents and information according
to the Agreement on bank services.

10.3. The moment of delivery of a Bank’s ED to the
Client is considered the moment of sending the
Bank’s ED to the Client-Bank System.

11. CONFLICT RESOLUTION PROCEDURE

11.1. In accordance with the Rules the following types of
conflicts related to the verification of the Client ED
shall be considered:

(a) The Client denies the fact of sending the ED,;
(b) The Bank denies the fact of receipt of the Client ED.
11.2. The Client shall send to the Bank a properly signed

statement describing the subject of the claim
(hereafter - Statement).

11.3. The Statement shall contain:
(a) The Client name;
(b) The nature of the claim;

(c) The date, number and other details enabling to
identify the disputed ED;

(d) The description of circumstances that resulted to the
conflict situation.

11.4. A conciliation commission shall be established for
consideration of the conflict situation (hereafter -
Commission). The Commission may be represented
by an equal number of individuals, both from among

15
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TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

Kak u3 gmcna paboraukoB Knuenra u banka, Tak u
WHBIX OpraHu3alfii, KOTOpbIE MPUBICKAIOTCS
Knuentom u bankom. Unensr Komuccun nzdupaior

13 CBOCTO COCTaBa NpeacenaTeiist Komuccunn.

the employees of the Client and the Bank, as well as
other organizations, that are engaged by the Client
and the Bank. The members of the Commission
shall elect a chairman of the Commission among
themselves.

11.5. B cnyuyae HeoOxomumoctn Kommuccueir moryr 11.5. Should a need arise the Commission may engage
MPUBJIEKAThCS  HE3aBUCHMBIE  JKCIEPTHl W independent experts and technical professionals
TEXHHYECKHE CIEIHANUCTBI, B TOM YHCIE U3 including those from the organizations that produce
OpraHU3aLUN-U3TOTOBUTENCH MIPOrpaMMHOr0 the software, with the consultative right of vote.
obecredeH s ¢ COBEIIATEIbHBIM TIPABOM TOJI0ca.

11.6. B xone paccmotpenuss koHduukra Komuccueit 11.6. In the course of the conflict consideration the
npoBepsiercsi KoppekTHocTs JI1 Ha criopuom D/1. Commission verifies the correctness of the ES on
TeXHOIOrMYeCKUe Orepalu, HeOOXOAUMBIC s the disputed ED. The technological operations
npoBepku D11 wa D] KiueHTa, ocyliecTBISIOTCS required to verify ES on the Client's ED shall be
Ha  aBTOMAaTU3UPOBAaHHOM  pabodeM  Mecre, performed at the automated workplace located in the
HaxopsIeMes Ha Teppuropun banka. Bank.

11.7. IIpoBepka OCYIIECTBIAETCS B UETHIPE JTama: 11.7. The verification shall be carried out in four stages:
(a) Kommccuss  ¢dopmupyer maker wmarepuanoB, (a) The Commission shall prepare a package of
HMMEIOIINX OTHOIICHHUE K MPEAMETY CIIopa; documents with respect to the dispute subject;

(b) Komuccus nposepsier npuHamnexHocts Kimoueir  (b) The Commission shall verify the ownership of the
IMone3oBareneii. u  Kiroueit DIl Kiwmenra Client's Users’ Keys and ES Keys to the respective
COOTBETCTBYIOIHMM IIpeacTaBuTersiM Kimenra; representatives of the Client;

(c¢) Kommuccus nposepsiet pakrt noanucanus cnopHoro  (¢) The Commission shall verify the fact of signing of
) Kirouamu Ol COOTBETCTBYIOLIMX the disputed ED with the ES Keys of the respective
npeacrasuteneii CTopoH; representatives of the Parties;

(d) Komuccus roroBur 3axmodenue no pesynpraraM  (d) The Commission shall prepare an opinion on the
paccMoTpeHHs KOHQJIUKTHON CUTYaIUH. results of the consideration of the conflict situation.

11.8. Komuccun NIPEOCTaBISIIOTCS cienyrome  11.8. The following materials shall be submitted to the
MaTepHabl: Commission:

(a) cnopwusrit D/, (a) The disputed ED;

(b) cnucox Kimoueii OI1, koropsimu 6butn monmucansl — (b)  The list of the ES Keys, with which the ED were
21, signed;

(¢) Mporoxoner DII wwumu Ilporoxonsr Kioweir  (c) The ES Protocols and/or User Key Protocols
TTonk3oBateneii, coorBercTBytomme  Kiouam corresponding to the Users’ Keys and ES Keys of
IMTonp3oBateneit 1 Kirouam I mnpencraButenei the representatives of the Parties, that signed the
CropoH, moanucaBIINX cropHbId J/1; disputed ED;

(d) 3aBepenHbIe COOCTBEHHOPYUYHBIMH w/mmm  (d) The Client's ES Protocols and/or User Key
JJIEKTPOHHBIMH  TOAMHUCSIMH  MPEACTABUTEINCH Protocols  certified by the handwritten and/or
Kiuenra IIpotokonsr OI1 wu/umu  TIpoTokoisl electronic signatures of the Client's representatives,
Kiroueii [Tonb3zoBareneit Kiuenra, kotopsle Obuin that were valid at the moment of sending the
aKTyaJIbHbl HA MOMEHT OTIPaBKH cropHoro /1 u disputed ED and have the latest date.

HAMEIOT CaMyI0 MO3IHIO0 IATY.

B cpok, He npessiatomuii 30 (TpuaaTh) QHei co Within a period not exceeding 30 (thirty) days from

JTHS TTOJTyYEHHS 3asgBiaeHus, u HE the day of Statement receipt and not exceeding 60

npesbImammi 60 (IecTHAecATH) IHEH co aHs (sixty) days from the day of Statement receipt in
16
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noJTyyeHus! 3asiBJICHUS B ClIy4yae UCTOIb30BaHUS
Cucrembl Knuent-bank s ocyiiecTBIeHUS
TPAHCTPAHUYHOTO repeBojia JICHEKHBIX
cpeactB, Komuccuss mnpoBOIUT paccMOTpeHUE
KOH(IMKTHOW CHUTyalMM W 3aBEpIIAcT CBOIO
paboTy TNpHHATHEM pElIeHUs B OTHOIICHUH
KOH(IUKTHOM CUTYyaluH, KOTOpOe
MOATBEPXKAACTCS aKTOM C H3JIOKCHHEM CYTH
KOH(QJIMKTA U olpezeseHueM BUHOBHOW CTOPOHBIL.
Pemenust Komuccun MIPUHUMAIOTCS
OOJIBIIMHCTBOM T'OJIOCOB BcexX wieHoB Kommuccuu.
Ilpy paBHOM pasfelNeHUH TOJIOCOB  TOJIOC
npeacenarens Komuccuu sBiseTcs periarimm.

12. IEPEYEHb TEXHUYECKHUX
TPEEOBAHUI K PABOYEMY MECTY

12.1. VYcranaBnuBaroTCs cieaymoumye TpeOOBaHUS K
obopynoBanuio Paboyero mecta Kinenra.

12.2. Ha paGoumx cranmusx Cucrema Kiuenr-bank
JTOJDKHA paboTaTh B CIEIYIONUX MapaMeTpax:

(a) OmnepaliOHHBIE CUCTEMBI:

i. Windows 8 x86/x64 (Aurnuiickas unu Pycckas
Bepcusi).

ii. Windows 8.1 x86/x64 (AHruuiickas win
Pycckas Bepcus).

iii. Windows 10 (Anrmiickas wumn Pycckas
BEpcus);

iv. U Bpie.

(b) Be0 Opayzep: Internet Explorer 11.0 u Bbiiie

(¢) Homonuurensnoe I10: [ns xpunrorpadpuum —
RuToken Plugin 4.3.4, rfcPlugin u BbIme

(d) MHoctym x ocHOBHOMY M pe3epBHOMY IP-anpecam
yepe3 nopt TCP 443:

i. ocHOBHOI azpec: 159.50.174.12
ii. pe3epBHbIii axpec: 159.50.174.14

12.3. MunuManbHas KoHQUTypanus paboueld CTaHIMK

12.1.

12.2.

(a)

(b)
(©)

(d)

case Client-Bank System is used for cross-borders
monetary transactions, the Commission shall
consider the conflict situation and make a decision
on the conflict situation that is confirmed by a deed
outlining the nature of the conflict and determining
the guilty Party. The decision of the Commission is
taken by the majority of votes. In case of a tie of the
votes, the vote of the chairman of the Commission
shall be decisive.

12. LIST OF TECHNICAL REQUIREMENTS

TO WORKSTATION

The following requirements for the equipment of
the Client's Workstation are established.

On workstations, the Client-Bank System should
operate in the following settings:

Operational systems:

i. Windows 8 x86/x64 (English or Russian).

ii. Windows 8.1 x86/x64 (English or Russian).

iii. Windows 10 (English or Russian);

iv. And higher.

Web browsers: Internet Explorer 11.0 or higher

Additional software: For cryptography — RuToken
Plugin 4.3.4, rfcPlugin or higher

Access to the primary and back-up IP-addresses via
the TCP port 443:

i. primary system address: 159.50.174.12
ii. back-up system address: 159.50.174.14

12.3. The minimal configuration of the workstation

Mogaens / Model [NepconanbHbiit KoMnbIOTEp/ Personal computer

TIpoueccop / Processor Intel Core i3 nnu ananor u Beiue / Intel Core i3 or analogue and higher

O3y /RAM 4 GB u Boie / 4GB and higher

Kecrkwuii nuck / HDD CBoboxnsIi 06BeM sxecTkoro aucka 1 I'6 u Beime/ Free volume of HDD 1 GB and higher
Manunynsrop Tvna "meis" / Computer mouse
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Monurtop nseroit SVGA (momnepxkuBaemoe paspemenue 1280x720 u Bbime). Pexomenmyemslit
MaciTab pabotel web Opaysepa 100%. / Color display SVGA (with resolution 1280x720 and higher)
The recommended working scale of the web browser 100%

12.4.

12.5.

ITepcoHanbHBI  KOMIBIOTEp, Ha  KoTopoM 12.5. A personal computer on which the Client-Bank

ycranaBiauBaercst Cucrema Knuenrt-bank, nomken System is installed, shall have access to the internet
WMETh JIOCTYI B HHTEPHET uepe3 BbIACICHHBIN via a dedicated channel or using a modem
KaHaJl WIM C HCIONB30BaHUEM MOJAEMHOTO connection through a provider.

COEIMHEeHUs uepes MpoBaiiiepa.

Bce obopynoBanme Kiuenra momxuo Obith B 12.6. All hardware of the Client shall be in good condition
HUCIPAaBHOM  COCTOSSHUM U UMETh  IOJHYIO and have complete technical specification.

TEXHUYCCKYIO JOKYMCHTALHUIO.

18
Bepcusa Hosbps 2020



