BNP PARIBAS

Ycaous ucnoab3oBanusa Cucrembl Kiiuenr-bank,
B YACTHOCTH, 00 OrPaHUYEHHUSIX CIIOCO00B U MeCT
HCII0JIb30BAHUS M CJIy4asiX MOBBIIIEHHOTO PHCKA

ucnojibzopanusa Cucrembl Kinenr-bank

VBaxaembiii KineHr,

OO6pamaem Bame BHHMaHMEe Ha HEO0XOAUMOCTD

CTpOroro  coOJtofeHuss Mep  MH(POPMAIMOHHON
6e3onacuoctu npu padore ¢ Cucremoit Kinuent-bank
(manee — «Cuctemay»). HeoOxomumbeie Mepsl

PEKOMEHJAIMU ISl MHHUMH3AIHHA CYLIECTBYIOIINX
PUCKOB yKa3aHbl B TMPHJIAraeMoil K HACTOSIIEMY
yBegqomiicHHI0  [laMsTke 1O  COOJIIOACHHIO — Mep
“HPOpPMAIIMOHHOW  Oe3omacHOoCTH TpH  pabore B
Cucreme.

B mnacrosiiee BpeMs NpPOTHB KIHMEHTOB POCCUMCKHUX
0aHKOB MPOJOJIKAIOT AEHCTBOBAThH 3JI0YMBIIIJICHHUKH,
KOTOpbIE BHEIPSAIOT Ha MEPCOHANBHBIX KOMIIBIOTEpax
(«IK»), noakmoueHHbIX K cetn  MHrepHer,
BpEIOHOCHOE TporpamMmMHoe obecneueHue («I10"),
MO3BOJISIIOIIEE OCYIIECTBISTh YIaJCHHBI IOCTYH H

HECAHKIMOHMPOBaHHYIO OTHpaBKy  (hanbIIMBBIX
IUTATeKHBIX ~ JOKYMEHTOB, HM3MEHAS  PEKBHU3UTHI
JOKYMEHTOB B MOMEHT ux MOJIHUCAHUS

YIIOJTHOMOYCHHBIMMU JIMLIAMH. ITocne aToro MomeHHUKU
CTaparOTCsd BBIBECTU IIK kimeHTa u3 CTpOs1 € LECJIbIO
COKPBITUA (baKTa CliuCaHusA CpeACTB OT KIIMCHTA U
obOecreueHus BO3MOXHOCTH OOHAaTMYABAHHS
TOXUIICHHBIX CPEACTB.

Buenpenue ykazannoro 3mnoBpennoro I[IO na IIK
KJIMEHTOB IPOU3BOJUTCA C HUCIIOJIb30BAaHHUEM BUPYCHBIX
TporpaMM, MacCOBO paclpOCTPaHSEMBIX B CETH
MuTepHeT yepes B3lIOMaHHbIE CAlThI, COLIMATbHBIE CETH
W Jpyrue CeTEeBbIE CEPBUCHI, AJICKTPOHHYIO MOYTY,
cBoOonHO pacnpoctpansemoe [10 u mp. Uepes caidThr
POCCHMCKHUX U MEXIYHAapOIHBIX COLMAIbHBIX CETeH U
yepe3 peKIaMHO-OaHHEpHbIE CETH PacIpOCTPaHAETCS
HauOoJblIee KOJINYECTBO BPEAOHOCHBIX IPOTPaMM.
ITpu 5TOM HOBBIE MOAW(HKAIMN BHPYCOB, CUTHATYPHI
KOTOpBIX €llle HE BKIIOYEHBbl B aHTUBUPYCHBIE 0a3bl,
YCIEIIHO MPEO0JIEBAIOT 3alUTy aHTuBUpYycHoro 110.

Bank nmpoBoaut peryisipuble nopabotku Cucremsl B
YacTH MPOTUBOJECHCTBUS MMEIOLUMCS yrpo3aM H
PEKOMEHAYET BCerja HUCHONb30BAaTh  AKTYaJIbHYIO
Bepcuto  Cucrtemsl. WuTtepHer-Bepcuss  CucteMsl
OOHOBJIIETCSA aBTOMATHUYECKH.

OOpamaem Bamie BHMMaHue Ha CleAyrOLIMe CIydau
MOBBIIIEHHOI'O0 pPUCKa HcIonb30BaHus Cucremsl B
Ka4yecTBE AIEKTPOHHOIO CPEJCTBA IJIaTexa:

* Hcnonb3oBanue IIK, mnpeanazHaueHHoro st
ycraHoBkM ~ CucTeMbl M HCHOJIB30BAHUS
Cucremolt, s foctyna depe3 cetb MHTepHET B
BHPYCO-OTIaCHbIE pecypcsl, Takue Kak

Baw 6aHK
B MUpe
nepemeH

Terms of the Client-Bank System use, in particular,
on the restrictions of methods and places of use,
cases of increased risk of using the Client-Bank

System

Dear Client,

We would like to direct your attention to the
requirement to strictly observe information security
measures when using Client-Bank System (the
"System"). Necessary measures and recommendations
to minimize existing risks are mentioned in document
attached hereto — Reminder on compliance with security
measures while operating the Client-Bank System.

At the moment, intruders keep targeting clients of
Russian banks by installing malicious software on
personal computers connected to the Internet which
allows them to remotely access and send false payment
documents in unauthorised manner by changing
document details when authorised persons sign such
documents. Thereafter, fraudsters aim to disable client's
PC in order to cover-up the fact of debiting client's funds
and to make sure stolen funds can be cashed.

Installation of malicious software to clients' PC's is
made through viral code massively distributed over the
Internet via compromised websites, social networks and
other network services, email, freeware, etc. The most
malicious software is distributed through websites of
Russian and international social networks and through
ad and banner networks. At the same time, virus
modifications, signatures of which are not yet included
into anti-virus databases, successfully overcome anti-
virus software protection.

The Bank arranges for regular updates of the System
with respect to counteracting existing threats, and it
recommends to always use the up-to-date System
version. The web-version of the System is updated
automatically.

Please note the following cases when the use of the
System as electronic means of payment involves
increased risks:

» Use of a PC dedicated for installation and use of
the System, for access to social networks and other
network services through Internet and virus
threatening resources, including email clients;



COLMANIbHBIE CETH, JIPYTHe CETEBBIE CEPBUCHI,
BKJIFOYasi TOYTOBBIE KIIMEHTHI;

* Hammume =na IIK, mnpennasHaueHHOM Ui
YCTAaHOBKM M Hcnonb3oBaHus  Cucremsl,
BpenoHocHoro IO, mporpamMMm ynajeHHOro
nmocryna Kk pecypcam IIK 1m6o cBoGomHO
pacmpoctpansiemoro I10;

* Orcyrcreue Ha IIK, mnpenHazHaueHHOM Ui
YCTAaHOBKM M Hcnonb3oBaHus  Cucremsl,
aHTUBUPYCHBIX 0a3 1100 HeperyiIsipHoe ux
OOHOBJICHHE;

* Hcnonb3oBaHue HeakTyalabHOH Bepcun CHCTEMBI;

* OrtcyrcTBHe pe3epBHOTO KOIUPOBAHUS
nHdopManny;

* Jloctyn k Cucteme HEYIOJTHOMOUEHHBIX JIMIL;

* HeoOecneyenue Mep, HAIPaBICHHBIX HA 3aIUTY
Kpunrorpaguyeckux KIOYeH W MapojbHOH
nHbOpPMAIMU OT KONHMPOBAHMUSA M 3aBIAJACHUS
HEYIOJIHOMOYEHHBIMH JIHLAMH;

* XpaHeHue KpHUITOrpadguyeckux KJItouei
HECKOJIbKUX mojib3oBaTesied CHCTEMBbI, a TaKke
1, obsaaromumx KpHUNTorpagpuyecKkumMu
KJIFOYaMH DJIEKTPOHHOH MOJNKCH, Ha OJHOM
HocuTene uHpopManuy;

* Henpunstue Mep, HanpaBJICHHBIX Ha
HE3aMeJIUTENbHYI0  OJIOKUPOBKY M CMEHY
Kpunrorpaguuecknx KIIOUSH, a TakkKe CMEHY
napoied noctyna B CucteMy B Ciydasx HX
KOMITPOMETAlINY;

» IlpenocraBneHue IuIaM U3NMULIHUX [TPaB AOCTYIA
k CucreMe, BBIXOIIIMX 33 PaMKH (haKTHIESCKH

UCTIONHSEMBIX JaHHBIMHU JIULAaMH
(GYHKIMOHATBHBIX 0053aHHOCTEIH;
+ Xwumenue HocuTened HHQOPMAMK  W/HMIH

00bekToB CHCTEMBI WIIM HECAHKIMOHHPOBAHHOE
KOMHUPOBAHUE JIAaHHBIX;

e OrtcyrcTBHE KOHTpPOIS (DHU3MUECKOTO AOCTYyMa K
o0bexTamMm CHCTEMBI,

* Heperymsipuas MIpOBEpKa BXOJSIINX
JIEKTPOHHBIX JOKYMEHTOB B Cucteme.
JUis  CHUXEHHMS PpUCKOB, B YAaCTHOCTU pHCKa

MOLICHHUYECTBA, HACTOATENBHO peKoMeHayeM Bam
MIPUHATH HEOOXOMMbIE OPraHM3aLMOHHO-TEXHHYECKHE
MEpOIpUATHSA MO OOECMEeYeHUI0 U IIOCTOSHHOMY
KOHTPOJIFO COCTOSIHUSI 0€30IaCHOCTM M YCJIOBHH
9KCIUTyaTallul KIMEHTCKUX pabounx mect CHCTEMBI, a
TaKKe€ COOTBETCTBYIOIEMY OOYYEHHMIO U IIPOBEpKE
3HaHMH nepcoHana, 3kciulyatupyromero Cucremy. B
cllydae BHE3AIHOI'O BBIXOJA M3 CTPOsI KOMIIBIOTEpa C
ycraHoBieHHOH CucreMoil  HE00XOOMMO  CPOYHO
3anpocuTh B baHKe BBIMUCKY IO CYETY JAJISl MPOBEPKU
JIETUTUMHOCTH BCEX CITMCAHUH.

» Cases when malicious software and programs for
remote access to PC resources or freeware are
installed on a PC dedicated for System installation
and use;

e Lack of or irregular updates of anti-virus
databases installed on the PC dedicated for
installation and use of the System;

» Use of an outdated version of the System,;

» Lack of information backups;

* Access to the System by unauthorised persons;

» Failure to ensure protective measures with respect
to cryptographic keys and password information
from copying and gaining possession by
unauthorised persons;

* Not taking measures to immediately block and
replace cryptographic keys, as well as to change
access passwords to the System, if they are
compromised;

» Storage of cryptographic keys of several users of
System, as well as the persons having the
cryptographic keys of the digital signature, on one
information carrier;

* Providing to persons excessive System access
rights, which are out of the scope of the actual
functional responsibilities of such persons;

* Theft of information carriers and/or System
objects, or unauthorised data copying;

» Lack of control over physical access to System
objects;

* Irregular inspection of incoming electronic
documents in the System;

In order to mitigate risks, and in particular fraud risks,
we strongly recommend to take necessary
administrative and technical measures with respect to
ensuring and continuously controlling security status
and operating conditions of client's work stations, as
well as those related to respective training and skill
testing of personnel operating the System. In case of an
unexpected break-down of a computer with the System
installed thereon, it is required to immediately request
an account statement from the Bank to check whether or
not all debiting transactions are legitimate.



lMpunoxeHue K Ycnosusm ncnonb3oBaHus Cuctembl KnneHt-baHk,
B 4aCTHOCTM, 06 orpaHMyeHusix cnocoboB U MeCT 1CMONb30BaHHS 1
cryyasix MoBbILIEHHOTO pucka 1cnonb3oBaHus Cuctembl Knuext-
baHk

ITamaTka

1o co0JII0AeHUuI0 Mep HH(OPMALHOHHOIH
0e3onacnoctu npu padore B Cucreme Knnenr-bank

1. Mepsl wuHpOpPMAIMOHHONW O€30MACHOCTH MpPH

skcryatanu CUCTEMBL.

1.1. Tpm osrcmmyatanuu CHcTeMBl  HEOOXOAMMO
CJIC/IOBATh OKCIUIYaTAllMOHHOW JOKYMEHTAIIMH,
NIpeZocTaBlIeHHO B paMkax JloroBopa u ero
MPUIOKECHUH.

1.2. Pexomennyem Bam KOHTpomupoBaTh Haau4He
aKTyaJbHOMI BEpCUU 9KCIUTyaTalluOHHOM

JOKYMEHTAIIUH U BBIOIHEHUE €€ MOJI0KEHHH.
1.3.  JIns peanuzanuu BO3MOKHOCTH BOCCTAHOBIICHUS

¢dyaxmmonnpoBanns CHUCTEMBL, B cirydasx cOoeB

u () oTka3zoB B pabore, pekoMeHayem Bam

OCYILECTBIIATh pe3epBHOE KOIUPOBaHUE
“HpOPMAIIHH.
2. Mepsl wuHQOpPMAIMOHHOW O€30MACHOCTH MpPH

OCYILECTBJIEHUH ocTyna k Cucreme:

Jns 3amuThl OT HECAaHKIMOHUPOBAHHOTO JOCTYIa
(«HCJ]») n HepernamenTupoBanHoro goctyna («HPI»)
pexoMenayem Bam:

2.1. OcCylecTBIATh PErUCTPALIUIO JIUL, 00J1alaoIuX
mpaBamu: jgoctyna K oOwvexTam CHCTeMbl, IO
YIPaBICHUIO KPHUITOrpapUYECKUMH KIIOYaMH;
10 BO3/IeiCTBUIO HAa OOBEKTHI MH(OPMAITMOHHOH
HHOPACTPYKTYPHI CucreMmsl. A TaKxke
KOHTPOJIUPOBATh M PETHCTPUPOBATH JEHCTBUS
JIMLI, KOTOPbIM Ha3HA4YEHbI IaHHbBIC POJIH.
OcylecTBIATh pa3rpaHUUCHUE IMOJIHOMOYUN B
CucremMe B COOTBETCTBHU C PEKOMEHIALMAMH
Banka;  HasHayaTh  CBOMM  COTPYAHHUKaM
MHUHHUMAaJIbHO HEOOXOAMMBIE JJIsl BBIIOJIHEHHS UX
(G yHKIMOHATIBHBIX 003aHHOCTEH MpaB JOCTYyIa K
Cucreme.

KonrponmupoBars  ¢u3Mueckuit  goctynm K
o0beKTamM Cucremsl; IIpeA0TBpaIaTh
¢usmueckoe  BoO3IeiicTBME ~ HAa  CpenCTBa
BBIYMCIIUTENIBHON TEXHHUKH, BXOISAIIUE B COCTAB
CucTemsl; IPUHUMATh MEPbI, HAIIPaBJIECHHbIC HA
IIPeA0TBpaICHNE XUILCHUS HocHTenei
HHGOpPMALUU; KOHTPOJIMPOBATH OTCYTCTBHE Ha
oobekrax CucTeMbl IOCTOPOHHHX  CPEICTB
(cpencrs, NpeAHa3HAYCHHBIX Ui
HECaHKI[HOHHPOBAHHOT'O MIOTy4eHHs
nH(popMannn).

2.2.

2.3.

3. Mepsl 1o 3amure ot BpenoHocHoro [10:

3.1 [Ilepen ycranoBkoii CHCTEMBI, NpPOBEICHHEM
HacTpoeK 0e30IacHOCTH B Iponecce ee padoThl,
HeoOxomuMo TpoBeputh IIK Ha orcyrcTBHe
BpenoHocHoro IIO, mporpamMm ynaneHHOTro
nocrymna k pecypcam [1K (TeamViewer, BeTwin,

Appendix to the Terms of the Client-Bank System use, in particular,
on the restrictions of methods and places of use, cases of increased
risk of using the Client-Bank System

Reminder

on compliance with security measures while
operating the Client-Bank System

1. Information Security Measures When Operating the
System

1.1. When operating the System, it is required to
follow operating manuals provided under this
Agreement and appendices thereto.

1.2. We recommend you keep under control the
availability of an up-to-date version of operating
manuals and the compliance with the provisions
thereof.

1.3. In order to enable System recovery after failures
and (or) breakdowns, we recommend to perform
information backups.

2. Information Security Measures When Accessing the
System:

In order to protect the System against unauthorized
access or unrestricted access, we recommend to:

2.1. Register persons having access rights: to System
objects; to manage cryptographic keys; to make an
impact on information infrastructure objects of the
System. As well as to control and register actions
of persons who have been assigned with such
roles.

To delineate responsibilities in the System in line
with Bank's recommendations; to assign
minimum essential System access rights to its
employees required to perform their functional
responsibilities.

To control physical access to System objects; to
prevent physical impact on computing equipment
that is part of the System; to take measures to
prevent theft of information carriers; to control
that there are no foreign matters on System objects
(tools designed for unauthorized access to
information).

2.2.

2.3.

3. Measures for Protection Against Malicious Software:

3.1 Prior to installing the System and setting up
security in the course of its operation, it is required
to examine the PC for presence of any malicious
software, programs for remote access to PC
resources (TeamViewer, BeTwin, RAdmin, etc.),



32

33

3.4

3.5

3.6

3.7

RAdmin u nap.), mporpamm paboTBhl C BUpPYCO-
ONACHBIMU pecypcaMH M CEpPBUCAMU  CETH
WHTepHeT, BKIIOYas IMOYTOBBIC KIMEHTHL. I[lpu
MIPOBEJICHUH TAKUX IIPOBEPOK PEKOMEHIyeTCs
OCYIECTBIIATh 3arpysKy orepanyuoHHON
Cuctembl («OC») ¢ BHEIIHEro 3TaJOHHOTO
3arpy304HOro JUCKa.

Ha IIK, ucnomp3yembix B pamkax Cucremsl,
JIOJDKHBI OBITh YCTAaHOBJICHBI IIOCJIEIHUE MaKEeTbI
obHoBienuit (Service Packs) u akTyanibHBIC
OOHOBJIEHHS 0€30I1aCHOCTH OC, 0a3bl
anTuBupycHoro IO, oOHOBIEHHE KOTOPBIX
JIOJDKHO TIPOBOJUTBHCS PETYJSPHO, a Jydile B
aBTOMAaTHYECKOM PEIKHME.

VY nons3oBateneir [IK B OC He DOMWKHO OBITH
aJMMHUCTPAaTUBHBIX NpaB u npas «Power User»
(«OmBITHBII TOJB30BATENbY).

Jos UCKJIFOYEHHS OLINOOYHBIX u
MpeIHAMEPEHHBbIX  JEeWCTBUNA  MOJB30BATES,
NPUBOJSIIMX K CHIDKCHUIO  3allUIIEHHOCTH
CucremMbl W puckam (PUHAHCOBBIX HOTEPb,
HEOOXO0AMMO CPEeJICTBAMU MOJIUTUK O€30aCHOCTH
onepalroHHON Cucrembl Wnu
CHEIUATU3UPOBAaHHBIMU cpeacTBaMu 3amuThl [IK
or HCJ| oOecrmeunts IS  MOIB30BATEISA
(G yHKIHOHATIBHO-3aMKHYTYIO cpeny,
MIO3BOJISIOIYIO €MY 3aIlyCKaTh U paboTaTh TOJIBKO
C pa3pelIeHHbIMH NporpaMMamu 0e3 mocrymna K
¢aitnosoit Cucteme u peectpy OC.

Heobxoaumo uckmounts ycranoBky Ha IIK c
Cucremoit 110, MTOJTy4YEeHHOT O 3
HE3aCIy)KUBAIOIUX JIOBEPUS HMCTOYHHUKOB, a
TaKkKe  HEJIMLUEH3MOHHOr0O M CBOOOMIHO-
pacupoctpansemoro [10. OGHOBIEeHHE Bepcumn
Cucremsl IIPOU3BOAMUTCS aBTOMAaTHYECKH,
BCTPOEHHBIMU cpe/IcTBaMU CHCTEMBI.

He npuBnekats i agMUHHCTPUPOBAHUS U

oocioyxuanus Cucremel HWT-mepcoHan Ha
YCIOBUSIX MPENOCTaBICHUS €My YJAJICHHOrO
JIOCTYyIA.

OcCymecTBIATh (UIBTPALUIO CETEBBIX NAKETOB
pH obMeHe nH(opMarmen MEXITY
BBIYMCIUTENBHBIMA ~ CETSIMH, B KOTOPBIX
pacrionaratrorcsi  00beKThl  MH(OPMALMOHHOM

UHOPACTPYKTYPHL, U ceTblo IHTepHeT.

4. Mepsl, HanpaBJIeHHBIE HA 3aIMUTY OT KOIMUPOBAHHS
KIIFOUCBOM M NapOJIbHON MH(OpMAIUK:

4.1

4.2

Kpunrorpaduueckue KIIIOYU Pa3JIMYHBIX
nmojap3oBateneit  CUCTEMBI, a TaKxke JIuIl,
obnafaomux KpunrorpaduuecKuMu  KIHYaMH
IEKTPOHHOM MOANNCH, HEOOXOAMMO XPaHUTh Ha
pa3IMYHBIX BHEUIHUX HOCHTENSAX WH(OpMAaIHU.
Cnenyer uzberaTb XpaHeHUsI Ha OJHOM HOCHUTEJIe
HHGOpPMALIMK  KPUNTOrpaUUeCKUX  KIFOUeH
Oonee weM omHOro mosbp3oBarens Cuctembl /
nMna,  OO0JAmaloIero  KpUNTOrpadHYecKUMHU
KIIFOUaMH 3JICKTPOHHOM MOJIHCH.
Kpunrorpaduueckue xmoun u uHpopmanuro,
HeoOxoaumyro ansgs  gocryna B Cucremy
(morunsl/maponu nocrymna k Cucreme), cieayer
XPaHUTb B CIIELHATBHBIX MECTaX XPAHEHHUSL.
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3.4

3.5

3.6

3.7

programs that involve communication with
resources and services on the Internet that are
insecure in terms of viruses, including email
clients. When performing such examinations, it is
recommended to restart the operation System
from an external master boot disc.

PC's used with the System must have the latest
Service Packs installed, as well as latest security
OS updates, anti-virus software bases, that must
be regularly updated, and preferably in an
automatic mode.

PC users shall have no administration or power
user rights within the operating System.

In order to exclude any faulty or wilful actions that
result in decreasing System protection level and
lead to financial loss risks, it is necessary to
establish a functionally closed environment for the
user which will allow it to run, and work with,
authorised programs exclusively, without access
to file System and registry of the operating
System. Such environment shall be established by
means of operating System security policies or
specialised protective solutions for PC's against
unauthorised access.

It is necessary to exclude cases when software
obtained from untrustworthy sources, unlicensed
software or freeware are installed to PC's with the
System. System version shall be updated
automatically, by means of built-in tools of the
System.

No IT-staff shall be engaged for administering and
maintaining the System subject to the condition to
provide remote access rights.

To perform filtering of network packages upon
information  exchange between computer
networks, where information infrastructure
objects are located, and the Internet.

4. Measures to Protect Copying Key and Password
Information:

4.1

42
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Cryptographic keys of different users of System,
as well as of the persons having the cryptographic
keys of the electronic signature, must be stored on
separate external information carriers. The storage
on one information carrier of cryptographic keys
of more than one user of the System / person
having the cryptographic keys of the electronic
signature must be avoided.

Cryptographic keys and information necessary to
access the System (logins/access passwords) shall
be stored in special storage locations.

It is prohibited to leave any media with
cryptographic keys connected to PC after signing
payment documents. Electronic signature secret
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4.5

4.6

4.7

5.

Mepst

Henp3s OCTaBIISTh HOCHTENN c
Kpunrorpadguyeckumu KIIIOYaMH,
noaxmodeHHsiMu K 11K, mocne mnoxmucanus
IUIATeXKHBIX JTOKYMEHTOB. Hocurenu cekpeTHbIX
KIIFOU€H  JJIEKTPOHHBIX  HOANUCEH  HYXHO
nojkodath K [TK Tobko B MOMEHT Nojnucanus
JIOKYMEHTOB, 110CJIe MONNCAaHUS HOCUTEIH Cpasy
OTKJIIOYaTh W yOWpaTh B CIIELHUAIBHOE MECTO
xpaHenus (ceid, u T.11.).

Heo0xoauMo  BBINONHATH HE3aMEUIUTEIBHYIO
OJIOKUPOBKY M CMEHY KpHNTOIpapUyYeCcKUX
KIIIOUeH, a Takke CMEHy Mapojed pocTyna B
Cucremy B ciiydasx X KOMIPOMETALUH, a TAKXKe
[0 HUCTEYEHHHM CpoKa JeHCTBHA Kitoueil c¢
MEPUOAMYHOCTHIO, YCTAHOBJICHHON JOrOBOPaMH U
JIOKyMEHTAaIHEeH.

HeoOxonumo  3aMeHaTs  Kpuntorpaduyeckue
KIIFOUM ¥ maposi poctyna B CucreMy BO Bcex
Clly4asiX YBOJIbHEHHS WM CMEHbI pYKOBOAMTEINEH
IOPUAMYECKOTO nuua, TIOZINY CHIBABILIMX
pacropsiKeHus (oBepeHHOCTH) 0
MPEAOCTABICHUH COTPYIHHKAM OpraHU3aluKl
TOJIHOMOUHUI MOANNCAHUS SJIEKTPOHHOMI
MOJMKCHIO AIEKTPOHHBIX JOKYMEHTOB.

[Ipu obpamenun or umenu banka no tenedony,
ANEKTPOHHOU ToYTe, Yepe3 SMS-coo0IeHu s JTHIT
¢ mpoce0amMM  COOOWIMTH  WIM  Iepenath
KOHOUICHIMANBHYI0O HHpOpManuoo  (KI0YH,
[apOJIM U T1pP.) HU MPH KaKUX 00CTOATEIbCTBAX HE
coo01maTh JaHHYI0 HH()OPMALHUIO.

Heobxonumo cobmronats TpeboBanus JloroBopa
U MIPUIIOXKEHUH K HEMY.

M0 KOHTPOJKO HCCAaHKIHOHUPOBAHHBIX

CIIMCAHUI:

5.1

5.2.

5.3.

5.4.

Cnenyer perynsipHO IIPOBEpATb  BXOJSILHE
UIEKTPOHHBIE NOKyMeHTHl B Cucreme. B ciyuae
OTCYTCTBHS PEryJIipHBIX NpOBepok Bbel moxete
HE IMpPOYUTaTh YBEIOMIICHHE O COBEPLICHHBIX
MepeBOAAX JEHEKHBIX CPEICTB U HE OTCIEIUThH
HECAHKIIMOHMPOBAHHBIE ONEpallMH B Clly4ae UX
COBEpLICHUS.

Heo6xonuMo mpoBOOUTH KOHTPOIb CYMM H
nojydaTesied  IUIATEXKHBIX  JOKYMEHTOB B
nH(pOpManoHHOM okHe CHCTEMBI IPU BBIXOJIE HA
cBi3p ¢ baHkoM, a TaKke KOHTPOJIMPOBAThH
KOJIMYECTBO M CYMMY OTIIPABJICHHBIX JIOKYMEHTOB
I10 TIOJIyYeHHBIM OT baHka KBUTaHLIHAM.

CrnenyeT peryispHO KOHTPOJIMPOBATh COCTOSIHHUE
CBOUX CYETOB u He3aMeJIUTENEHO
uHpOpMHpoBaTh baHk 000 BceX MOT03PUTENBHBIX
WIA  HECAaHKLIMOHMPOBAaHHBIX  ONEpalysIx B
cootBeTcTBUM ¢ JloroBopom. Ilpu ycraHoBke
MOpsiAKa PEryJIsipHOTO KOHTPOJISI PEKOMEHIyeM
[IPUHUMATh B Pacd€T, YTO MEPEBOABI JICHEXKHBIX
CPEACTB, B OTHOLIEHHE KOTOPHIX HACTYIHIA
6€30T3BIBHOCTD NI€PEBOAA JCHEXKHBIX CPEJCTB, HE
MOT'YT OBITH IPUOCTAHOBIICHBI.

B cnysae HEOXHMIAHHOIO BBIXOJA M3 CTPOA

KOMIBIOTEpa JIMOO MpomajaHuss Ha  HEM
POrPaMMHOT0 obecreueHus CucreMmsl,
HeoOxonmnmo mpekpatute Ha [IK  paGory,

OTKJIIOYMB €ro OT BCEX BUIAOB CCTCI:I, BKJIrO4ast
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4.5

4.6

4.7

5.

Measures

key media must be connected to PC only at the
time of signing the documents, and after the
documents are signed, such media shall be
immediately disconnected and placed into special
storage location (safe deposits, etc.).
Cryptographic keys must be immediately blocked
and replaced, as well as the System access
passwords if they are compromised, and also upon
their expiry according to the frequency as set forth
in contracts and documentation.

Cryptographic keys and System access passwords
shall be replaced in all cases when managers of the
legal entity resign or are replaced, who sign
instructions (powers of attorney) to grant authority
to company's employees to sign electronic
documents with an electronic signature.

If any persons on behalf of the Bank request
provision or transmission of any confidential
information (keys, passwords, etc.) by phone,
email or text messages, in no event any such
information shall be provided.

It is required to comply with the provisions of the
Agreement and Appendices thereto.

to Control Unauthorised Debiting

Transactions:

5.1.

5.2.

5.3.

5.4.

It is necessary to regularly examine incoming
electronic documents in the System. If no regular
examinations are made, you might miss a notice
of transfers made, and fail to identify unauthorised
transactions if they take place.

Amounts and recipients of payment documents
must be controlled using the information window
of the System when connecting to the Bank, as
well as the number and amount of documents sent
shall be controlled as aligned with the reports
received from the Bank.

It is required to regularly control account balance
and to immediately inform the Bank of any
suspicious or unauthorised transactions according
to the Agreement. When setting up a regular
control procedure, we recommend to consider that
transfers with respect to which irrevocability of
funds is applicable and has occurred, may not be
suspended.

In case of an unexpected failure of a computer, or
missing System software thereon, it is required to
stop working on such PC by unplugging it from
any kind of networks, including local computer
network and modems, and to immediately contact
the Bank to block the System, request an account
statement directly from the Bank. If any
unauthorised payment transactions are identified,
it will be necessary to submit an application to the



5.5.

JIOKaJIBHYIO KOPIIOPAaTHBHYIO CE€Th, U MOJEMOB,
CpPOYHO CBsi3aTbcsi ¢ baHKOM Ayt OJOKMPOBKH
Cucrtemsl, 3ampoCUTh  BBIMMCKY IO  CYETY
HerocpencTBeHHO B banke. Ilpu oOHapyxeHuu
HECAHKI[MOHMPOBAHHBIX TIJIATE)XHBIX OIEpaIuil
Hanucarb 3asBieHne B baHk, a Takxke oOpaTUThCA
c COOTBETCTBYIOLUM 3as1BJIEHHEM B
IIPaBOOXPaHUTEIIbHBIC OpraHbl.
Pa6orocrocobnocts moBpexaenHoro IIK  He
BOCCTaHABJIMBATh 10 INPOBEIEHHUS TEXHUUYECKOU
SKCIIEPTU3BI. [lepeycTanoBky Cucremsl
nposoanTs Ha HoBoM IIK. Ilocne nepeycranoBku
CucTeMsbl IPOU3BECTH HEMEIJICHHYIO CMEHY BCeX
CBOMX KPHNTOrpagu4ecKux KIIodeil.

[TosiBnenue Ha skpane I1IK Bo Bpems oTcyrcTBHA
COCJTUHCHUS [ bankom COOOIIICHHIA,
MPOBOLMPYIOIIMX HA YCTAHOBJIECHHE TAaKOTO
COEAMHEHHUs, CBUAETENLCTBYET 0 Hasmuuu Ha 11K
BpenoHocHoro I1O. B  npannoit curyanuu
YCTaHOBJICHHE COeIUHEeHus ¢ baHkoM Moxer
MIPUBECTH K OTIpaBKe (aJIbIIUBOrO JTOKYMEHTA.
[lpu  nosBRCHMHM  TOAOOHOTO  COOOIICHHMS
HEOOXOAMMO IPOBECTH KOHTPOJb IIATEKHBIX
JIOKYMEHTOB, HaXOJSIIIXCS B cTaryce
«Boirpyxxen». Jlanee B moOoMm  ciyuae
IEHCTBOBAaTh COMVIAaCHO 1. 5.2  HacToAleH
namatku. [TomMHnTE, YTO peasbHbIC COOOIEHUS OT
banka MoryT ObITh MOJIY4EHBI TOJIBKO B PEXUME
YCTaHOBJIEHHOTO COEAMHEHHUS.

6. Mepbl 110 TIOIEPKAHUIO YPOBHS HHPOPMAITHOHHOM
0€30ITaCHOCTH.

Jli1st obecriedeHust BRICOKOTO YPOBHS HH(OPMAaIOHH O
6e3omacHocTH npH dKcIuryatanuu Cucrems! B Bareit
OpTaHU3aLUK JO0KEH ObITh HA3HAYEH OTBETCTBEHHBIMH,
KOTOpPBIN OCYIIECTBIISET:

6.1

6.2

6.3

6.4

6.5

6.6

[locTOsSHHBI ~ KOHTPOJIb  COOJIIOACHUS  Mep
HH(pOpMALIY OHHOH 6e3omacHocTH,
MPEyCMOTPEHHBIX HacTosIeH MaMATKOH,
JnokymeHTanued Ha CucreMy, U cpeacTBa
3aIIUTHI.

BrisiBneHue, ycrpaHeHHe M HMH(GOPMHPOBaHUE
PYKOBOZCTBA OpraHu3aluu 0060 BCEX

BBISIBIICHHBIX HApYIICHHSIX.
KoHTpoIb yCTpaHEeHHUs BBISIBIICHHBIX HAPYIICHUI.
JIOKYyMEHTHPOBaHHE PE3yIbTATOB MPOBEICHHBIX
paboT 1 IPOBEPOK.

[ToBbIlIIEHHE OCBEIOMIICHHOCTH PabOTHHKOB B
obact obecriedeHusl 3auUThl HHOOPMAIH 110
MOPSIAKY TPUMEHEHHS OPraHU3allOHHBIX Mep

3aIIUTHI nH(bOopMaIny; 1o HOPSAKY
UCIIONIb30BaHHSI TEXHUYECKUX CPEJCTB 3allUThI
nH(pOpMALINH.

OpraHuszaiuio U TPOBEACHHE MEPONPHATHH IO
YCUJICHUIO 0€30MacHOCTH B COOTBETCTBUH C
UH(DOPMAIIMOHHBIME ~ COOOIICHUSMH, KOTOPBIC
HANpAaBJSIIOTCS BaHKOM HEMOCPENCTBEHHO IO
Cucreme, TPUIATalOTCS K BBIIUCKE IO CYETY,
ouHaTbHEIMU MMHCLMaMH, a TaKxKe
nyOnuKyroTcs Ha caiite banka.

5.5.

Bank and to contact law enforcement authorities
with a respective application. No damaged PC
shall be recovered prior to performing a technical
expert examination. The System shall be
reinstalled on a new PC. After the System was
reinstalled, all cryptographic keys shall be
immediately replaced.

While there's no connection to the Bank, if any
messages appear on the PC screen encouraging to
install any such connection, it shall be the
evidence that some malicious software was
installed on the PC. In such case, establishing a
connection with the Bank may result in sending a
false document. In case of any such message, it is
required to control all payment documents having
the status of "Uploaded". And then, anyway to
proceed acting according to Clause 5.2. hereof.
Please remember, that actual messages from the
Bank may be received only in the established
connection mode.

6. Measures to Maintain the Level of Information
Security.

In order to maintain high level of information security
when operating the System, there must be a responsible
person appointed within your company who is
responsibilities shall include:

6.1

6.2

6.3

6.4

6.5

6.6

Continuous control over compliance with
information security measures set forth herein,
System documentation and protection tools.

Identification and elimination of all identified

violations and informing the company's
management thereof.

Control over elimination of the identified
violations.

Documenting results of works and inspections
performed.

Raising awareness of the employees with respect
to ensuring information protection in line with the
procedure for application of operational measures
to protect information, and in line with the

procedure for wuse of technical tools for
information protection.
Arranging and implementing measures to

reinforce security in accordance with information
notices sent by the Bank directly through the
System, attached to account statements, official
letters, and that are published on the Bank's
website.



