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k JloroBopy «Kmnenr-bank» / to the “Client-Bank” Agreement

INPABUJIA JIEKTPOHHOI'O JOKYMEHTOOBOPOTA
C UCIIOJIB30BAHHUEM CUCTEMBI «KJIMEHT-BAHK>

/ RULES OF THE ELECTRONIC DOCUMENT FLOW
WITH THE USE OF THE “CLIENT-BANK” SYSTEM

1. TEPMHHBbI

B Hacrosmux HpaBHnax HWXCIIPUBEACHHBIC TCPMUHDBI
UMEIOT CICAYHOIINE 3HAYCHUA

ABTopu3anus — 3aBepenue D] ¢ ucromszoBannem Ol

Anmunuctparop — ITons3oBaTens, HaJIeIeHHBIH TPaBOM
yrpaBisATh HacTpolikamu Cuctemsl Kiment-bank.

Berpoennstii 61aHk — cTpykTypupoBaHHas Gopma O/,
nocrynHas B Cucreme Knmenrt-bank mist popMupoBaHus

u niepenaqau D/ Knmenra.

Jorosop — norosop «Knuenr-bank» mexny Knuenrom u

bankoMm, mnpunoxeHueM K  KOTOpPOMY  SIBIISIFOTCS
Hacrosmue [IpaBuna.
JloroBop o0 0aHKOBCKHX YycJayrax — 1oroBop(bl)

0aHKOBCKOTO Cue€Ta M MHBIE JOTOBODBI, 3aKIIOYEHHBIC
Mmexny bankom u KimenroMm, mnpenycMmarpuBaroliue
ucnonb3zoBanue Cucremsl Knmenr-bank mpu okazaHUU

Bbankom KineHTy cOOTBETCTBYIOLINX YCIIYT.

JIOKyMeHTbI — BKJIIOYaeT JIOOBle JOrOBOPBI, IHCHMA,
3asBKH, (PopMEL, TpeOOBaHUS, CIpPaBKH, COOOUICHUS M
MHGOPMAIIHIO U UHBIE JOKYMEHTBI.

3aKkoHOIATEIbCTBO — 3aKOHOJATENILCTBO Poccuiickoi
®denepauuu, BKIIOYAs BCE MPUMEHHUMBIE MMOA3aKOHHBIC
aKThI.

Kaou Ilonab3oBaTenst —  DJEKTPOHHBIH  KITIOY,
npenoctapiomui goctyn Ilomp3oBatento k Cucteme
Kmment-bank u He nogaepxuBatomuii mpaso JI1.

Kumroun — Kirou ITone3oBarens, Korou D11, Hocutens.
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1. TERMS

In these Rules, the following terms shall have the
following meanings:

Authorization means certification of ED with ES.

Administrator means a User with the right to manage the
Client-Bank System settings.

Embedded form means a structured form of ED, available
in the Client-Bank System to draft and transfer ED of the
Client.

Agreement means the “Client-Bank” Agreement between
the Client and the Bank with the Rules being an appendix
thereto.

Agreement on bank services means agreement(s) of the
bank account and other agreements, entered into between
the Bank and the Client, providing the usage of the Client-
Bank System in line of rendering of respective services to
the Client by the Bank.

Documents include any agreements, letters, applications,
forms, requests, statements, messages and information and
other documents.

Law means the legislation of the Russian Federation,
including all applicable subordinated acts.

User Key — an electronic Key providing access to User to
the Client-Bank System, while not supporting the right of
ES.

Keys mean the User Key, ES Key, Electronic storage
device.

ES Key is a unique sequences of symbols for creation of
the ES.




TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

KommnpomeTranusi KJar4a — yTpaTa T0BepUs K TOMY, 4TO
ucrions3yemble  Kimroun obecreunBaror  6€30macHOCTD
HH(OpMAIIHH. K COOBITHSM,
Komnpometanueit katoyeil OTHOCATCS, BKJIOYas, HO HE

CBsA3aHHBIM C

OrpaHNYMBasIChb, CJICAYIOIIHNE:

(a) yrpara Kimouei;

(b)

yTpaTa Kiroueit c
oOHapyXeHUEM;

(c) yBoibHEHHE pPaOOTHHUKOB,

NOCICAYIOINUM ux

UMEBOINX OOCTYII K

KIIO4YeBOW  MH(OpMAalMH, WIM CMEHa JIML,

obnaaromumx npaBom noamucu J1;

(d)

HapyllIeHHEe TpPaBUJ XPaHEHUS U YHUYTOXKCHUS
(mocne okoH4aHMs cpoka aeicteus) Kiroua,

(e) BO3HHMKHOBEHHE MOJI03pEHU Ha yTEUKy
nHpopMaMKd WIH ee wuckaxeHune B CucTeme
Knuenr-bank;

(f) cmydawm, Koraa HeNb3s JOCTOBEPHO YCTAaHOBHTB, UTO
npousonto ¢ Kitouamu (B TOM 4mcie cirydan, Koraa
Kirod BbIIIen W3 CTPOS H  JOKAa3aTeJIbHO HE
OIPOBEPTHYTA BO3MOYKHOCTH TOrO, HYTO JAHHBIH
(akr

HECAaHKIITMOHUPOBAHHBIX JnercTBui TPETbUX J'II/ILI).

MIPOU3OIIIEI B pe3ynbTare

Kontposep — Ilons3oBatesns,

Beprdukanun 1 orMeHsl D/ 1o ABTopu3anum.

HaJIeJICHHBI TTPaBOM

Jlorun — xomOmHamms OykB w/wid 1Mbp, 3amaHHAs
bankoM wWHIUBHIyanbHO st Kaxkmoro Ilomb3oBaterns,
KOTOpYyr0 HeoOxoaumo BBecTH Ilonb3oBarento 1 BXoaa
B Cucremy Kiment-bank.

Hocurens — nepcoHaNBHOE CPENCTBO HACHTU(HKALNH,
HeoOxomumoe i Bxozxa Ilonb3oBatens B Cucremy
Knuent-bank u ABTOpHU3aIMy, SIBIISTFOLLIEECS
cobctBeHHOCThIO banka u npenocrasisemoe KiueHty Bo
BPEMEHHOE TIONb30BaHMe Uit foctyna k Cucreme
Knuent-bank.

Omneparop - [Ilonb3oBaTenb HAJENCHHBI IPaBOM
nocryna k Cucreme Knuent-bank, cozganus, u3sMeHeHuUs
umu ypanenus OJ1.

OTKPHITHIH KJII0Y 3JIEKTPOHHOI'0 Kiaroua
Ioab3oBaTessi - KpUNTOrpaQUUECKU KIFOY, KOTOPBIA
B3aHMHO-0AHO3HAYHBIM
COOTBETCTBYIOIIUM CEeKpPEeTHBIM KIIFOUOM 3JIEKTPOHHOTO
Koroua ITonb3oBaTens.

COOTBETCTBUEM CBsA3aH C

Key compromise means loss of confidence that the Keys
ensure the information security. Events, connected with
the Key compromise, include the following, but not
limited to:

(a) loss of the Keys;

(b) loss of the Keys with their following detection;

(c) dismissal of employees, having access to the key
information or changing persons with the right to
sign the ED;

(d)

violation of the storage and destruction rules (after
expiry date) of the Key;

(e) suspicion of information leakage or its corruption
in the Client-Bank System;

(f) cases when it is impossible to properly detect what
happened with the Keys (including cases when the
Key broke down and it is impossible to
convincingly argue that this fact occurred due to
unauthorized actions of third parties).

Controller means a User with the right to verify and
cancel ED before Authorization.

Login is a combination of letters and/or numbers, set by
the Bank individually for each User, which should be
entered by the User to get access to the Client-Bank
System.

Electronic storage device is a personal identification
equipment required for the User, for authentication and
Authorization in the Client-Bank System, owned by the
Bank and provided to the Client for temporary use to
access the Client-Bank System.

Operator means a User with the right to access the Client-
Bank System, create, change and delete the ED.

Open Key of electronic User Key - a cryptographic key,
which is connected with the relevant Secret key of
electronic User Key through special mathematics.
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OtkpoiThiii ka0 JII - kpunrtorpaduueckuit Kiroy,
KOTOPBIHA B3aMMHO-OJJHO3HAYHBIM COOTBETCTBUEM CBS3aH
¢ coorBeTcTBYIOIUM CekpeTHbIM KirouoM OI1.

MHapoab — xomOuHanus OykB w/uiau uudp, 3amaHHas

ITonb3oBateneM wuiaM  AIMHHUCTPATOPOM, Kak OH
ompeneneH B I[IpaBuiax, ¥ ucHonb3yemas Jjis BXOAa B
Cucremy Kimenr-bank, npu 3ToM mnepBOHaYaIbHbIN

IapoJib CO3AaCTCA U MPEAOCTABIACTCA Bankowm.

Hoanmucant — Ilonb3oBarens co croponsl KimeHra,
YIOJHOMOYEHHbIM Ha mnoanucanue OJI B Cucreme
Knuent-bank ¢ momompio DIl Ha ocHoBaHMU (HOPMBI
«YTIOTHOMOYEHHBIE JIIa» W/WIM UHOW JOBEPEHHOCTH OT
nmenu Kimenra.

Ilosb30BaTenp — Kaxabli U3 Ul ykazaHHbIX B CrHcke

ITonb3oBateneii, Bxmouas Omnepatopa, Ilognucanra,
KonTponepa u AnmunHucTparopa, YHOJTHOMOYEHHBINH Ha
nucnonpzoBanue Cuctemsl KnneHT-baHk Ha OCHOBaHUU

ITporokona D11 w/umu I[porokona Kiroua [Tonp3oBaTens.

TNIWH - cneuuanbHO 3ajJaHHas KOMOWHALUS UG s
nonyueHust focryna k Hocurento.

IlpaBuna -
JOKYMEHTOoOOOopoTa ¢
Knmenrt-bank, B pemaknuu OmMyOJMKOBaHHON Ha caiite

HaCcTOAIMEC npaBujia OJIEKTPOHHOT'O

HCII0JIBL30BAHUEM CucTtemsl

BaHKa, ABJIAOIIUECA HEOTHEMIICMBIM IPUJIOKCHUEM K
Horosopy.

HOporoxon DI — D/ uam AOKyMEHT Ha OyMa)KHOM
HOcHTeNe B cOOTBeTcTBUH ¢ [Ipmnoxkenuem 3 x [lorosopy,
conepxatuii uaopmMaruio 06 oTkpeiTom Kioue DI B
IIECTHAAIATEPUYHOM BUJAE ISl MIPOBEPKHU MOATUHHOCTH
Kiroua, u gannbeie o Biaangenblie Kiroua, moamucaHHBIN
TTonb3oBaTenem, V1o1HOMOYEHHBIM

3aBepCHHLII\/'I reyaTthio Kimenra.

JINI[OM u

ITporokoa Kiurwua [onb3oBarenss — O] unu 10KyMeHT
Ha OyMa)XHOM HOCHUTEJIE B COOTBETCTBUU ¢ [IpuinokeHnem
4 x [loroBopy, conepxamuii HHGopManuo 00 OTKPHITOM
KJII04e
MIECTHAAIATEPUIHOM BHE U MPOBEPKH MOITUHHOCTH
Kiroua, u gannbeie o Biaagenblie Kiroua, moamucaHHBIN

SJICKTPOHHOI'O KJIro4da I10JIb30BATECIIA B

ITons30Barenem, VY 110IHOMOYECHHBIM JIMIOM u

3aBEpEHHbIN NevaThio Kinenra.

Padouee mecTo — 00OpyqOBaHHE, YIOBICTBOPSIOIICE

IPpOrpaMMHO-TEXHUYCCKUM TpC6OBaHI/I}IM K

Open Key of ES Key - a cryptographic key, which is
connected with the relevant Secret key of ES Key through
special mathematics.

Password is a combination of letters and/or numbers,
provided by the User or the Administrator, as specified in
the Rules, and used to enter the Client-Bank System. The
initial password is generated and provided by the Bank.

Signer is a User from the Client's side, authorized to sign
ED in the Client-Bank System with the ES under the
“Authorized persons” form and/or another power of
attorney issued on behalf of the Client.

User means any person, specified in the List of Users,
including the Operator, Signer, Controller and
Administrator, authorized to operate the Client-Bank
System in accordance with ES Protocol and/or User Key
Protocol

PIN means a specially generated combination of numbers
to get access to the Electronic storage device.

Rules mean this rules of electronic document flow with the
use of the Client-Bank System in the version, published on
the web-site of the Bank and being an integral part of the
Agreement.

ES Protocol means ED or a hard copy document in
accordance with the Annex 3 to the Agreement, containing
the information about an open key of ES Key in a
hexadecimal format, intended for the ES verification, as
well as - ES Key owner details, signed by this User and the
respective Authorized person, certified by the seal of the
Client.

User Key Protocol means ED or a hard copy document in
accordance with the Annex 4 to the Agreement, containing
the information about an open key of electronic User Key
in a hexadecimal format, intended for the User Key
verification, as well as - User Key owner details, signed by
this User and the respective Authorized person, certified
by the seal of the Client.

Workstation means the equipment complying with the
software and hardware requirements of the Client-Bank
System on the Client's side, listed in article 12 of the Rules.
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¢ynkumonnposanuo Cuctemsl Knnenr-bank Ha cropoHe
Knuenra, nepeuncnennsiM B cratse 12 [Ipasui.

Pa6ounii nenb — 10001 1eHb, B KOTOPBIHA OaHKU OTKPBITHI
JUId  TIPOBEJCHUS omepanuil (KpoMe YCTaHOBJICHHBIX
BBIXOJHBIX JHEH M Hepabouux Npa3AHUYHBIX THEH) B
Poccniickoii @enepanuu, B paMkax pado4yero BpeMeHU H
rpaguka paborel banka u ycnoBuii JloroBopoB o
0aHKOBCKHX
npenocrasigercs B Cucreme Knnent-bask.

ycayrax, uHGOpManus O  KOTOPBIX

Pacnopsizkenne — Pacnopspkenne mo Cuery Kimenra,
odopmireHHOE ¢ Hcnonb3oBaHueM Cucremsl KimeHT-
Bbaunxk.

Cucrema Kinuent-bank — aBToMaTu3upoBaHHas cCTEMA
MO3BOJISTIOILAS OCYIIECTBIISITH
JJNIEKTPOHHBIA JTOKyMeHTooOopoT wMexnay bankom u
Knmenrom n qucTaHIIMOHHOE OaHKOBCKOE 00CITy)KIBaHHE
(nHTEpHET-0AHKUHT).

«Kmuent-banky,

Cmucoxk Iloan3oBareneii (CI) -
YIIOJIHOMOYEHHBIX Ha Hcroib3oBanue Cucremsl Kimenr-
bank,
[Tpunoxennem Ne 2 x JloroBopy 1 HampaBIeHHBIN B BUE
O/, noxnucannoro I, wim nokymMeHTa Ha OyMa)KHOM

CIIHCOK  JIHII,

CcOCTaBJICHHBIH KIMEeHTOM B COOTBETCTBHH C

HOCHUTCIIC, IOANIHNCAaHHOI'O V10JIHOMOYEHHBIM JIMIIOM H
3aBE€PECHHOIO I1€4YaTbIO Kimenra.

CexperHblii kia04 — CekpeTHbIl KiIr0u mudpoBaHus,
CeKkpeTHBII KITI0Y AJIeKTPOHHON moanucu u CeKpeTHBIH
k04 [Toas3oBatens.

CexpeTHbIi KJII0Y MU pPoBaAHHA -
KpunTorpadguveckuit KOTOPBI  XpaHUTCA
[Tonmp3oBatenem u CropoHamu JloroBopa B TaifHE H
HCHOJIB3YETCs U1 H(POBAHUS JaHHbIX.

KJTFOY,

YnosnoMoyeHHoe JIHIIO —
neiictBoBaTh OoT uMeHH Kimenrta (B TOM 4uclie B
otHomennn DJ] KiueHnTa) Ha OCHOBaHHMHM 3aKOHA,
JIOBEPEHHOCTH WM  HWHBIX

JIMOo, YHOJHOMOYEHHOC

YCTaBHBIX JOKYMEHTOB,
IMOATBEPIKAAIOIIUX JOKYMCHTOB,

JyIeKTpOHHBIIE  AokymMeHT (QJI) —  1OKyMeHT,
MPE/ICTABICHHBIA B 3JIEKTPOHHOW (opme B Buae (aitna
uaM  3amucH  0asbl  JJaHHBIX,  NOJTOTOBIICHHBIH,

XPaHSIIMNACS W/WIK TIepefaHHblid ¢ momoribo CHCTEeMbI
Knuent-baHk.

JuexkTpoHHasa mnoanucs (II) —
MONYy4YEeHHBII B pe3ysbTare

PEKBU3UT

oA,

KPHUITOrpadgu4ecKoro

Business day means any day on which banks are open for
transactions (except for the established weekends and non-
working public holidays) in the Russian Federation, within
the working hours and schedule of the Bank and
Agreements on bank services, information of which is
available in the Client-Bank System.

Instruction means an Instruction to the Client's Account,
created in the Client-Bank System.

Client-Bank System means an automatic “Client-Bank”
System enabling the electronic document flow between the
Bank and the Client and remote banking services (online
banking).

List of Users - a list of persons, authorized to use the
Client-Bank System, drafted by the Client in accordance
with Appendix No.2 to this Agreement and provided to the
Bank as the ED signed by ES or in a hard copy signed by
the Authorized person and bearing the stamp of the Client.

Secret Key means User Secret Key, Secret ES and Secret
Encryption Key

Secret Encryption Key - a cryptographic key that is kept
in secret by a User and the Parties to the Agreement and
used for encryption.

Authorized person is a person, authorized to act on behalf
of the Client (including with respect to the ED of the
Client) in accordance with the law, charter documents,
power of attorney or other documentary supports.

Electronic document (ED) means a document issued in
the e-form as a file or a record of the database, prepared,
stored and/or transferred via the Client-Bank System.

Electronic signature (ES) is an ED element, obtained as
a result of cryptographic transformation of the information
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peoOpa3zoBaHus HH(OpMaKH ¢ ucnons3oBanueM Kimroga
DI, mo3BoJSAIOUINI ONpeenuTh JIULOo, noAanucasuiee D1,
00HapYXuTh (akT BHeceHUs u3MeHeHud B DJI mocie
MOMEHTa €ro MOANHCAHMA, a TaKKe YCTAHOBUTH
OTCYTCTBUE UCKaXKeHUS HHPopManuu B DJ1. DneKTpoHHas
MOANHUCh B CMbIciae Hacrtosmero Jlorosopa sBiseTcs
YCUJICHHOH HEKBaJIM (PULIUPOBAHHOMN IEKTPOHHOU
TIOZMHUCHIO B COOTBETCTBUU C 3aKOHOJATEIBLCTBOM, €CIIH B

HOI‘OBOPC HE YKa3aHO MHOC.

VHbIe TEpPMHHBI, HUCIOJb3yEeMbIC M HE OIpECICHHBIC B
Hactosimmx [IpaBuiax, UMEIOT 3HAYCHHE, JIAHHOEC UM B
NEHCTBYIOIIEM JOroBOpe OaHKOBCKOI'O CUETa MEXIY
Bankom u Knentom (eciu umeercs).

2. OBIIME IMOJIOKEHUSA

2.1.  Hns OpraHu3alun ANIEKTPOHHOTO
IoKyMeHTooOopoTa bank nmpenocrasiser Kmenty
MIPOrpaMMHOE obecnieueHue, KOTOpOe
YCTaHaBJIMBAETCs HA MEPCOHAILHOM KOMIIBIOTEPE
Knmenra, orBevaromem tpeboBanusiM k Pabouemy
MeCTy, H3JI0XKEHHBIM B CTaThe 12 HacTOSIIMX
[IpaBui.

2.2, O6men D]] ocyiiecTBiseTcs exXEAHEBHO 24 yaca B

cyrku. O6pabotka D] bankom ocyiecTsisercs B

PaGoune nHu.

2.3. 3ammrta TaHHBIX IPH MIepeade, a TAKKe 3auTa uX

MOAJTMHHOCTH W IEJIOCTHOCTH, OCYIIECTBISETCS

cpeacTBaMu

unpopmanmu (CK3M). 3akmrouenne KimeHtom

JloroBopa oO3HauaeT €ro Ccorjacue ¢ TeM, 4TO

WCIIONB30BaHHE  YKa3aHHBIX CpenCTB

Kpuntorpaguu  SBIAETCS  DOCTATOYHBIM IS

obecrieyeHHs 3alUThl IE€PeJaBaeMbIX JaHHBIX,

MIOTTMHHOCTH u [IeTIOCTHOCTH S

Brnmeykasannoe cormacue KimeHnrta cuuraercs

MONy4eHHBIM bBaHKOM Takke IIpH OTCYTCTBUH

n3Bemenus KimeHta o HaMepeHWHM pacTOPTHYTH

Jorosop B Teuenue 3 (tpex) Pabouux nHei ¢ natsl

yBenomieHus: KimeHTa 0 BHECEHUHM U3MEHEHHH B

CK3U.

Kpunrorpapuueckoit 3aIUTHI

BbIIIC

2.4. Undopmanus o Ilonp3oBarenssx W UX poONsX B
Cucreme Knnent-bank ycrananuBatorcs bankom
B coorBeTctBUM co Cnuckom Ilonp3zoBateneit
(CII). Ilomp3oBaTenn MOTYT WMETH CIIEAYIOIINE
pomu: Anmunuctpatop, Oneparop, Iloxnucant u

Cucremsl Kiment-bank, Kontponep. domyctiumo

with the ES Key enabling to detect the person that signed
the ED and track changes of the ED after its signature, as
well as to prove absence of data corruption in the ED. The
electronic signature as referred to in the Agreement is the
enforced encrypted non-certified electronic signature in
accordance with the Law, unless otherwise specified in the
Agreement.

All terms used and not defined in this Rules have the
meaning given to them in the effective bank account
agreement between the Bank and the Client (if any).

2. GENERAL PROVISIONS

2.1.  For establishing electronic document flow, the
Bank provides the Client with the software to be
installed on the personal computer of the Client that
meets the requirements to the Workstation specified
in article 12 of these Rules.

2.2.  Exchange of EDs is performed 24 hours a day. The

Bank processes ED within Business days.

2.3.  Data protection during transferring, as well as its
authenticity and consistency is performed via
cryptographic information protection facility
(CIPF),. Entering into the Agreement by the Client
that it agrees that the wuse of the
abovementioned means of cryptography is
sufficient to protect the data transferring, the ED
authenticity and consistency. The abovementioned
consent of the Client is also deemed obtained by the
Bank in the absence of the Client notice on its
intention to terminate the Agreement within 3
(three) Business days from the date of notification
of the Client on amendments of CIPF.

means

2.4. The information about the Users and their roles in
the Bank-Client Client-Bank System is set by the
Bank in accordance with the List of Users. The
Users may have the following roles: Administrator,
Operator, Signer and Controller. The combination

of the roles of Operator and Signer; Operator and

HenictaytoT ¢ 03.11.2022



2.5.

2.6.

2.7.

2.8.
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coBMmemieHue poneil: Omnepatop u Ilognucanr;
Omneparop,
Hoanucanr wu  ApamuHuctpatop. TenedoH u
2JIeKTPOHHAas moura, ykazaHHble B CII, moskHbI

Onepatop ¥ AJAMHHUCTpATOD;

OBITh YHUKAIBHBIMU AJis1 Kaxkaoro [Toms3oBarerns.

Jlnma, yka3aHHBIE B COOTBETCTBYIOUIUX pasfenax
CIlI B
COOTBETCTBYIOLINM MpaBoM noanucu 3] Knuenra.
K ClI TIPHJIATAl0TCS
TIOATBEP)KAAIONINE TIONIHOMOYHS JTHX JIHAI Ha
TIOMUCaHNe COOTBETCTBYIOINX JJI, ecnm Takwe
JIOKYMEHTBI He ObLIH npeacTaBieHsl B baHk paHee.

Ka4eCTBEC HOILHMC&HTOB, HaOCISIIOTCA

JAOKYMCHTBHI,

B cnydae ucreuenus cpoka 1eicTBUS HOTHOMOUMIT
Ilognucanra, Kiment mnpexacrasiaser B baHk
JOKYMEHTBI,  TOATBEP)KAAIOUIME  IPOJUICHHE
nonHoMounit (ecnu nmpumenumo). Ecnmm Ha naty
HUCTEUEHHUs] CpOKa MOJHOMOYUH OTCYICTBYIOT
HEO0XOIMMBIE
npaBo Ol takoro nuna BpeMEeHHO OJIOKHpYETCs B
Cucreme Kiment-bank 1o mnpenocraBieHus
HEOOXOAMMBIX IOATBEPIKAAOIINX JTOKYMEHTOB
WIH 10 TONy4YEeHUS

MOJATBEPKAAIONINE JTOKYMEHTBHI,

oonosnennoro CII, wu3

KOTOpOro HCKJIKYEHO TaKO€ JIMIO. B ciy4yae

TIPEeIOCTABIICHUS O0OHOBIICHHOTO CII
[Tonp3oBaTest, HE  yKa3aHHBIE B TAaKOM
obonosnenaoM CII, ymamsrorcss w3 Cucremsl

Knuenr-bank.

B  memsx  [OMOMHWUTENBHOM  3allMTBI  OT
HECAHKIMOHUPOBAHHOr0 HanpasieHusa B bank 3]
or umeHn Kimenrta, mnocnenHuit
orpannunth nepenauy O/ no IP wumu MAC-
anpecam. g storo Knuent npencrasnser B bank
COOTBETCTBYIOUIYIO  3asBKy Ha  OyMaXHOM
MOJNUCAHHYI0O  YTIOJHOMOYCHHBIM
JIULOM. Hcnonuenue YKa3aHHOH
ocyIecTBiseTcs B Teuenue 5 (msatu) Pabounx queit
C JaThl ee mony4yeHus: bankom.

MOXKET

HOCHUTCIIC,
3adBKHU

Ecmu HHOC crienruaJIbHO HEC

3asBKH

YCTaHOBJIEHO
ITpaBunamu, MOr'yT OBITh
NIpeJCTaBlIeHbl B BaHK B 3JIEKTPOHHOM BHIE C
HCTIOJIB30BAHUEM

Kmmenra
Cucremsl Knuent-bank
(nonmucanusie [loanucantom), nim Ha OyMaKHOM
(moamucanHBIE
munoMm). Ecnmm MHOEe He yka3aHO B HACTOSIIMX
ITpaBunax, 3asBkH 0OpadaThIBaloTCcs BaHKOM He
no3gHee cienymomero Paboyero aHa ¢ natel ux

HOCUTCIIC YNoIHOMOYEHHBIM

nonyueHust bankom.

2.5.

2.6.

2.7.

2.8.

Administrator; Operator, Signer, Administrator
allowed. Telephone and email specified in the List
of Users shall be unique for each User.

The persons, specified in the respective sections of
the List of Users as Signers are entitled to sign the
respective Client's ED. The documents confirming
the authority of these persons to sign the respective
ED, shall be enclosed to the List of Users, unless
these documents were not provided to the Bank
before.

Upon expiry of the Signer’ authorities, the Client
shall submit to the Bank the documents confirming
prolongation of the authorities (if applicable). If on
the expiry date the required
documents are not provided, the ES right of such
person shall be temporarily blocked in the Client-
Bank System until the required documents are
provided or the updated List of Users is received
where the respective person is excluded. If the
updated List of Users is provided, the Users who are
not listed in the updated List of Users shall be
deleted from the Client-Bank System.

confirmation

For the purposes of further protection against
unauthorized ED submission to the Bank on behalf
of the Client, the latter may limit the ED transfer via
IP and/or MAC-addresses. For this purpose, the
Client submits to the Bank a respective request in
hard copy, signed by the Authorized person. The
above request shall be performed within 5 (five)
Business days from the date of its receipt by the
Bank.

Unless otherwise specified by the Rules the Client's
requests may be submitted to the Bank
electronically via the Client-Bank System (singed
by Signer), or in hard copy (signed by Authorized
person). Unless otherwise specified by the Rules the
requests shall be processed by the Bank not later
than the next Business day from the date of their
receipt by the Bank.
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2.9.

2.10.

3.1

3.2

3.3.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

bank  ocymectBisier Bcex O/,
NIOJTy4eHHBIX/HaNpaBiIeHHbIX Kirenrty, B TeueHne
IISITH JIET ¢ MOMEHTA MX IO0JIy4YeHH s/ OTIIPaBIICHHS,

€CJIi MHOE He TpeOyeTcs 3aKOHOAATeIbCTBOM WITH

XpaHEHUE

JloroBopom 0 6aHKOBCKHX yCITyrax.

IIpu HeoOxomumoctn KimeHTy MoxeT ObITh
NIPEAOCTaBIeH JOCTyH K  IONOJHUTEIEHOMY
¢dyaxnuonany Cucremsr Knmuent-bank, o koropom
CTOpOHBI 1OTrOBApUBAIOTCS OTAEIBHO.

3. HOAKJIOYEHHUE U HAYAJIO PABOTbBI

B CUCTEME KJIMEHT-BAHK

IMoaknrouenue Kinenra k Cucreme Knuenr-bank

u  peructpauus B Heil  [lomb3oBateneit
OCYILIECTBIIIETCS TTOciie 3axiroueHust JloroBopa u
Kmuentom B bank CII u
JIOKyMEHTOB, TpeOyeMBIX B COOTBETCTBHU C
0aHKOBCKMMH TPaBHUJIAMH [UISI YAOCTOBEPEHHUS
nuyHOCTH Beex [lonb3oBaTeneld 1 MOATBEPKICHUS
notHOMouni Bcex IloammcaHTOB, yka3aHHBIX B
CII,

MNpEACTABIICHBI B bank paHee.

npeacTaBJICHUA

CCIIn TaKuec JOKYMEHTBI HC ObLTH

Ilocne 3axmouenus [loroBopa u momyuenust CII
bank npenocraBnsier Kmmenty Hocurenun wu3
pacuera oauMH an1  Kaxngoro Ilomp3oBarens.
Ilepenaua Hocwureneii
YnonnomouenHoMy Jmny Kimenra mno akrty
npuema-niepenaun. [IMHBI npenocraBistoTes ¢

OCYIIECTBIISETCS

cooTBeTcTBYIOIUM Hocutenem B 3ameyaTaHHOM
KOHBEpPTE WJIN IO NICKTPOHHOH TodYTe Ha ajpec
Ilonb3zoBatens, ykazanusiii B CII. Ha ocHoBanumn
Knuenra, MIPEACTaBICHHOTO B
¢hopme, Bank
3arneuyaraHHbelii KoHBepT ¢ Hocurensamu
CrocoO0M Iepeaul, yka3aHHbIM B TAKOM IHCbME

nrckMa
MHUCbMEHHOU HaINpaBJIsIET

HWHBIM

3a cuet Kinenra.

Ilocne  momywenmss  Hocuteneit  Knmentom
Anmunuctpatop Cuctemsl Knnent-bank cozmaér
Ha JaHHbIE YCTpoicTBa »31eKTpoHHblEe Kitoun
IMone3oBareneit w/uma Kioun OI1. B pesysbrare
co3JaHus AMEeKTpoHHbIX Kirouelt 6yayT 10CTynHbI
IMporokonel JI1 w/unu  TIpoTOKOIBI

Tlonb3oBarenei,

Krouei
OpPUTHUHAIBI KOTOPBIX

HE00X0AMMO O(GOPMHUTH JOJDKHBIM 00pa3oM U

2.9.

2.10.

3.1

32

33

The Bank stores all ED received from/sent to the
Client within five years from the moment of
receipt/sending, unless otherwise is required by the
Law or the Agreement on bank services.

If required the Client may be granted access to the
additional functionality of the Client-Bank System,
which the Parties agree upon separately.

3. CONNECTION TO AND LAUNCH OF THE

CLIENT-BANK SYSTEM

Connecting the Client to the Client-Bank System and
registration of the Users therein is effected after
conclusion of the Agreement and submission by the
Client to the Bank of the List of Users and the
documents, required by banking rules to certify the
identity of all Users and confirm the authorities of
Signers specified in such List of Users, if such
documents were not submitted to the Bank earlier.

Upon conclusion of the Agreement and receipt of the
List of Users, the Bank provides the Client with
Electronic storage devices, one per User. The
Electronic storage devices are handed over to the
Authorized person of the Client under the delivery-
acceptance act. PINs are provided with the respective
Electronic storage device in the sealed envelope or by
email to the email address of the User, specified in the
List of Users. In accordance with the Client’s letter
provided in written form the Bank shall send the
sealed envelope with Electronic storage device in that
by other ways of transferring provided in Client’s
letter on Client’s account.

Upon receipt of the Electronic storage device by the
Client, electronic User Keys and/or ES Keys shall be
created on these devices by the Administrator. As a
result of the creation of the electronic Keys, ES
Protocols and/or User Key Protocols of the respective
Keys of Users and ES will be available, it is required
to provide the Bank with the hard copies of these
documents in a due format in order the Bank could
activate the respective Keys.
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3.4.

3.5.

3.6.

3.7.

3.8.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

IpeEAOCTABUTH B bank

cooTBeTCcTBYIOIMX Kirouen.

JUIL aKTUBalluU

Bank ne mo3nuee 2 (1Byx) PaGouux mqHe# ¢ gathbt
nony4uenust [Iporokonos DI w/unu IIpoTokonos
Kiroueit [Tonbp3oBateneld Ha OyMa)KHOM HOCUTENE

OCYLIECTBJIIET  HPOBEPKY  KOPPEKTHOCTH H
COOTBETCTBUSL ~ AJIEKTpoHHBIX  Kiroueit  Ha
pacrieyartke COIEPKUMOMY 3JEKTPOHHBIX

3alpOCOB HAa PETHCTPAIMIO JAHHBIX KIIIOUYCH, a
TalKe COOTBETCTBME IOANUCH Ha pacleydaTke
obOpasmy, 3asBrneHHoMy banky B bankoBckoi
KapTO4Ke, MacHopTe, JOBEPEHHOCTH.

IIpu monoxuTenbHOM pe3ynbTaTe NPOU3BEACHHON
npoBepky baHK perucTpupyer 3IeKTPOHHBIC
Kmoun B cootrBetcTBru ¢ [IpoTokonamu D11 n/umm
IIpoTtokomamu Kiroueii [Tonp3oBateneit B Cucreme
Knuent-bank u HaIIpaBJIIeT Knuenty
YBEOMJIEHHE TOCPEICTBOM 3JIEKTPOHHON IOYTHI
cornacHo CII.

Ilpu orpunarensHoM pe3ynbTare - baHk He
NPUHUMAET K MOTY4eHHbIN
IIporokon  OII IIporokon  Kitoua
Ilone3oBaTtens, Bo3Bpamaer Kiuenty naHHbII
JIOKYMEHT uepe3 ero sueiiky B banke n ysegomiser
00 3TOM mO 3eKTpoHHOH mnoure Ilonb3oBatens,

ykazanHo# B CII.

HCITOJTHEHHIO
/U

Kiroun ITone3oBareneit u Kitoun OI1 moryt ObITh
Hconbp30BaHbl Asi pabotel B Cucreme KimeHt-
bank m mognucanus O] KimenTa Tonbko mocie
peructpanun bankom snextpoHHbBIX Kimtoueit B

coorBerctBUM ¢ Ilporokomamu OIl  w/mnn
IIpoTokonam Kiroueit ITonb3oBaTeneit,
0(hOPMIICHHBIX JOIDKHBIM obpa3om u
NIpeJIoCTaBIEHHBIX B baHK.

ITocne  3aBepmieHuss  peructpauuu  bankom
IeKTpOoHHBIX ~ Kiroueit B cooTBeTcTBUHM  C
npenoctaBieHHbiMu  [Iporokonamu Ol  w/mnm
[Iporokonamu Kimroueit [Tonb3oBatenei,
ITonb3oBarens, Ha3zHaueHHBI  Kimentom B

KayecTBe AJQMHMHHUCTpaTopa, co3gaer JloruHsel u
onHopa3osble [laponu 18 mepBUYHOrO BXoza B
Cucremy Knuent-bank nns Bcex Ilomp3zoBateneit
AnMuHHCTpATOp
nHpopmupyet baHk 0 co3naHuu y4ETHBIX 3amucei
[Tonb3oBatenei, 3aBEpLINIT
akTuBaiuio npoduieit nanueix [Toap3oBaTenei.

Kimenra. ITocne 9TOro

YTOOBI bank

3.4

3.5

3.6

3.7

3.8

The Bank within 2 (two) Business days from the date
of receipt of the ES Protocols and/or User Key
Protocols in hard copy verifies the correctness and
matching of the electronic Keys in the hard copy with
the e-request for registration of the respective Keys, as
well as matching of the signature in the hard copy with
the specimen signature, provided to the Bank in Bank
card, passport or power of attorneys.

If the result of the verification is positive, the Bank
registers the electronic Keys in accordance with the
ES Protocols and/or User Key Protocols in the Client-
Bank System and notifies the Client thereof by email
specified in the List of Users.

If the result is negative, the Bank shall not accept the
ES Protocol and/or User Key Protocol and shall return
the document to the Client via its file storage in the
Bank, and shall inform the User thereof via email
specified in the List of Users.

The User Keys and ES Keys may be used to operate
the Client-Bank System and sign any ED only after
the Bank registered the respective electronic Keys on
the basis of the ES Protocols and/or User Key
Protocols provided to the Bank in a due format.

As soon as all the electronic Keys in accordance with
the ES Protocols and/or User Key Protocols are
activated by the Bank, the User having the role of the
Administrator creates Logins and one-time Passwords
for all the Users to enter the Client-Bank System, as
soon as it is completed, the Administrator shall inform
the Bank so that the Bank can complete the activation
of Users’ profiles.
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3.9.

4.1.

4.2.

4.3.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

ITocne bankom

[Tonp30BaTeneit

aKTUBAIUKU npoduneit
Kmmenr-bank
(YHKINOHHPYET B TECTOBOM pexkuMe. JIOKyMEHTBHI,

nonyyaemble bankom ot Knmenta B pamkax

CucreMa

TECTOBOro Imnepuoaa, HE BJICKYT 3a coboit
BO3HHMKHOBEHHMSI 00513aTEILCTBA CO CTOPOHBI banka
Mo uX HCHoiaHeHHI0. KimeHT B ar000H MOMEHT
OCYLIECTBUTDH 3anpoc Ha

¢ynkuuonana  Cucremsl

MOJKET epeBox
Knuenr-bank  u3
TECTOBOTO B pabO4Mii pexXUM MyTeM HalpaBIICHHS
B baHk paHHOro 3ampoca ¢ HCHOJIB30BaHHUEM
cBobonHOro Qopmara DJI, CBUIAETEIHCTBYIOIIETO
00 OKOHYaHMH NEPHO/ia TECTUPOBAHUS U IIEPEXOJIe
Ha pabory B pexume skcmryatauud CHCTEMBI
Knuent-bank B momHom ¢ynkiuonane. Ilocne
MOJIy4eHHs TaKoro coobOuenus baHk He mo3nHee
CIIEAYIOLIETO  ONEPALlMOHHOIO  JIHA
npuaumath OJ[ k wucnonHeHuro. O  ¢akre
aktuBanuu ¢yHkipoHana Cucremsl Kimenr-bank

HauYMWHaCT

B paboueM pexume [lonb3oBarenu yBeaoOMISIOTCS
T10 3JIeKTPOHHOU moute coriacHo CII.

4. U3MEHEHME CIIMCKA
MOJIb30OBATEJIEN

IIpu wusmenenun 0ot unpopmamuu B CII
Knuent npencrasnsiet B bank oonoBnennsiii CIT
Ha OymaxxHOM Hocutene win deped Cucremy
Knuent-bank n moxkyMeHTHI, yka3aHHbIe B 1. 3.1
BBIIIE.

[pu no6asnenuu B CII HoBbIX [loNb30BaTeneit
bank mpenoctasiser Kmuenty Hocurtenun wu3
pacueTa oJuH /Ui Kaxa0ro HoBoro [Tonb3oBaTens.
[lepenaua TTOATOTOBJICHHBIX
OCYILECTBISETCS B OPSAKE, YKa3aHHOM BBIIIE B I1.
3.2

Hocwureneit

Usmenenus B Cucreme Knment-bank, Tpebyembie
CII
ocymecTBisieTcss B TedeHne 3 (tpex) Paboumx
JIHEH ¢ JaThl MONy4YeHuss baHKoM OOHOBICHHOTO

B COOTBETCTBUU C OOHOBJICHHBIM

CII u noxymenToB. B ciyuae eciu BHOcumble B CII
W3MEHEHUsl CBs3aHbl ¢ 3aMeHOM baHkoOBCckoM
KapTOYKH, YKa3aHHBIM B HACTOsILIEH CTaTbe CPOK
mpomieH baHkomM Ha  CpoOK,

HEOOXOAMMBI Il TPOBEJACHHS MPOLEAYp IO

MOXET OBITh

npuemy B paboTy HOBOM BaHKOBCKOIT KapTOUuKH.

3.9 As soon as all the Users’ profiles are activated, the

4.1.

4.2.

4.3.

Client-Bank System functionality will be available in
the test mode. The documents received by the Bank
from the Client during such a test period shall not
cause any Bank’s obligations to execute such
documents. At any time the Client can raise a request
to activate the Client-Bank System’s functionality in
the operational mode by sending a free format
electronic message to the Bank through the Client-
Bank System, requiring to activate the Client-Bank
System functionality in the operational mode. After
receiving such a request, the Bank starts accepting ED
for execution no later than the next business day. The
Users are notified by emails according to the List of
Users about the fact of activation of the Client-Bank
System’s functionality in the operational mode.

4. CHANGES TO LIST OF USERS

In case of any changes in the List of Users, the
Client shall submit the updated List of Users to the
Bank in hard copy or via the Client-Bank System
and documents specified in clause 3.1.above.

Upon adding of new Users to the List of Users, the
Bank shall provide the Client with the Electronic
Storage Device, one per new User. The new
Electronic Storage Devices shall be passed to the
Client in accordance with clause 3.2 above.

Changes in the Client-Bank System, required in
accordance with the updated List of Users shall be
effected within three (3) Business days upon date of
receipt of the updated List of Users and documents
by the Bank. If the changes to the List of Users are
connected with the replacement of the Bank card,
the timeframe specified herein may be extended by
the Bank for the period, required to complete
procedures on acceptance of the new Bank card.
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4.4. Tlpenocrapnenue Jlorunos u IMapomneii ans sxoga 4.4.  The Logins and Passwords to enter the Client-Bank
B Cucremy Kinent-Bank nosbiM ITonb3oBaresiem System by a new User shall be provided in
OCYILECTBIISCTCS B MOPSIKE, IPSIYCMOTPESHHOM B accordance with clauses 3.3 and 3.8. above.

. 3.3 u 3.8. BBIIIE.
5. 3AMEHA KJIIOUE 5. KEY REPLACEMENT

5.1.  3amena Kitoueit ocymecteisiercst B cienyromux S.1.  The Keys are replaced in the following cases:
CIlyJasx:

(a) oxoHwanume cpoka jaeiictBus Kioueit (a) expiration of the Keys (scheduled
(nnaHoBoe OOHOBIIEHHE); replacement);

(b) 3amena Hocurens; (b) replacement of the Electronic Storage Device;

(¢) Komnpomeranus kiaroua. (c) Key compromise.

5.2. TIpu mnomyuennn B Cucreme Kimenr-bank 5.2. Upon receipt of notification in the Client-Bank

COOOIEHHsT O TMpPEACTOALIeM OKOHYaHWU CpOKa System about forthcoming expiration of the Keys or
neiictBus Kirouedd umm B cioydae eciaM Cpok upon expiration of the current (registered in the
JNEHCTBUS TEKYIIEro (3aperuCTPUPOBAHHOTO B Client-Bank System) electronic Key, the Keys shall
Cucreme Kimenr-bank) snekrponnoro Kiroua be regenerated by the User. In this case, a new
HCTEK, TTonb30BaTesb CaMOCTOSITEJILHO Request on registration of the electronic Key is
OCYLIECTBIISIET UX mepereHepanuto. [lpu stom B generated in the Client-Bank System, it is required
Cucreme Kiment-bank Qopmupyercss HOBBIH to provide the respective ES Protocols and/or User
3amnpoc Ha perucTpanuio 31exTporHoro Kiroua D11 Key Protocols to the Bank via the Client-Bank
n/vnu Kiroua ITonb3oBatess, IIporokon D11 u/mnu System or in the hard copy. A new electronic Key is
ITporokon Kuroua Ilonp3oBaTenss HEOOXOAUMO registered in the Client-Bank System in accordance
HampaBuTh B baHk c ucnonb3oBanueM CuCTEMBI with the article 3 above.
Kmment-bank wim B BHAe OpHIMHaga Ha
OymaxxHoM Hocuteine. Perucrpanus B Cucrteme
Kmuent-bank HoBoro anmexrpoHHoro Kiroua
OCYIIECTBIISIETCS B IIOPSIIKE, MPEIYCMOTPEHHOM B
cTaTbe 3 BBIIIE.

5.3. B cmnyuae mnopuw/yrparei Hocurens Beimaua 5.3. If the Electronic Storage Device is broken/lost, a
bankom HoBoro Hocurens ocymiectBisieTcss Ha new Electronic Storage Device is provided by the
OCHOBAHHH 3a5IBKU. Bank according to the request.

5.4. B cnyuae 3amensl Hocurens no wunuimaruBe S5.4. In case of replacement of the Electronic Storage
banka, 3amensiemble Hocurenu mnepenarorcst mo Device at the initiative of the Bank the Electronic
aKTy npuemMa-tnepenadyn banky. Storage Device to be replaced are handed over to the

Bank according to the delivery-acceptance act.

5.5. Hoseui/3amensemsiit Hocurens mpenocraBnsercs 5.5. A new/replaced Electronic Storage Device is
B COOTBETCTBHHU C 1. 3.2. provided in accordance with clause 3.2.

5.6. Cosnganme HOBbIXx Kurouedt u mocnenytomas 5.6, Creation of the new Keys and subsequent
perucTparus JTAaHHBIX Knroueit bankom registration of these electronic Keys by the Bank
OCYIIECTBIISETCS B MOPSIKE, MPEIyCMOTPEHHOM B shall be made in accordance with clauses 3.3. and
mn 33 u 3.4. Ilpu 3ToM B ciydae yTparthl 3.4. If the Electronic Storage Device is lost the
Hocurens, KnueHt npenBapuTensHO MOTydaeT B Client shall receive in advance a new Electronic

10
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banke HOBBIN Hocwurens B nopsaxe,

NPeyCMOTPEHHOM B II. 5.3.

Storage Device in the Bank according to the
procedure, prescribed in clause 5.3.

5.7.  Kuuenr o6s3an ocymectisathk cmeny Kiroua OIT 5.7 The Client is obliged to replace the ES Keys not less
He pexe, ueM | pa3 B 15 mecsimes. than once per 15 months.

6. BJOKHPOBKA YUETHOM 3ATIUCH U 6. BLOCKING USER ACCOUNT AND ES
KJIIOYA 311 KEY

6.1. B ciydae Komnpomerarun kmoua 6.1. In case of the Key compromise the Bank or the
ocyliecTBisieTcs ero OJokupoBka baHkom wuim Signer shall block it not later than the next Business
[MoanucanToM, He IO3HEE cieayoero Padbouero day. Generation of the new Keys and registration of
nust. [eneparust HoBbix Kitrouelt u perucrpanus B a new electronic Key in the Client-Bank System are
Cucreme KimeHt-baHk HOBOro 3JEKTPOHHOTO performed in accordance with article 3 above.
Kiroua OCYIIIECTBISCTCS B MOpSZIKE,

MIPEAyCMOTPEHHOM B CTaThe 3 BBIIIIE.

6.2. Kiuent obecrieunBaeT 6nokupoBky 6.2. The Client ensures the block of the current ES Keys

neiictBytroriero Kiroua D11 oHUM K3 CIEAYIOIM by one of the following methods:
CII0CO00B:

(a) Anmunuctparopom Cucremsl Knnenr-bank (a) By the Administrator of the Client via the
Kiuenra ¢ ucnonb3oBaHHEeM (YHKIIMOHANA Client-Bank System functionality provided
Cucremsl Knmnenrt-bank npu ycioBuu, 4To oH that it is entitled to enter the Client-Bank
nMeeT BO3MOXKHOCTH Bxoma B Cucremy System;

Knuent-bank;

(b) Ilommucantom, mpencraBuB B baHK 3asBKY (b) by Signer submitting a request to the Bank; or
yepe3 Cuctemy Kinent-bank; nmm

(¢) YmONHOMOYEHHBIM JIMI[OM, IPEICTABUB B (¢) By Authorized person submitting a hard copy
Bank 3asBKy Ha OyMa)XHOM HOCHTEE. request to the Bank.

6.3. Hocurens Onokupyetrcst aBromatuuecku mpu S5 6.3, The Electronic storage device is blocked
(mATH) TOIPS TMOMBITKAX HEKOPPEKTHOTO BBOAA automatically if the PIN is incorrectly entered for 5
TTNHa. (five) consecutive times.

6.4. VYuernas 3anuch [lomb3oBatenss B Cucreme 6.4. The User account in the Client-Bank System can be
Knuent-bank MoxxeT ObITh 320J10KMpOBaHa: blocked by:

(a) AZMHHHUCTPaTOpPOM - IIPH HEOOXOIMMOCTH; (a) The Administrator - if needed,

(b) bankom - mpu Kommpomerarum kimoda, a (b) The Bank - upon the Key compromise as well
TaKXe B cllydae HenpeacTasieHus: Kimenrom as in case the Client fails to provide
JIOKyMeHTOB 1 uHdopmaiuu o [lons3zoBarene documents and information about the User in
B paMKax oOHOBIeHHs cBeficHnid o Kinenre; the scope of the updating of information about

the Client;

(¢) Cucremoit Knuent-bank — apromMaTnyecku: (¢c) The Client-Bank System — automatically:

i mpu S5 (mATH) TOAPAN  TMOIBITKAX i. if the Password is incorrectly entered for 5
HEKOppeKTHOro BBoAa [laposst, nim (five) consecutive times, or
ii. upon absence of activity of the User within
90 (ninety) calendar days;
11
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il. mpu OTCYTCTBUH
[Monb3oBatens B TeueHue 90 (neBsHOCTA)

AKTUBHOCTHU

KaJleHJapHBIX THEH;

(d) TIlomp3oBaresieM - B OTHOLIGHHH CBOEH (d) The User - with respect to its own user account
YUYETHOH 3aICH, HA OCHOBAaHUH 3asBKH; based on the request;

(¢) VYMOJHOMOYCHHBIM JIUIIOM - B OTHOILICHWUH (e) The Authorized person - with respect to any
mo6Obix [lonp3oBarenell, Ha OCHOBAaHHHU User in accordance with the request.
3asBKH.
7. 3AMEHA ITAPOJISI U IIMHA 7. CHANGE OF PASSWORD AND PIN

7.1. Jna  BoccraHoBieHnuss  3ad0biroro  Ilapons 7.1. To restore the forgotten Password the User shall
[Tonp3oBaTent0  HEOOXOAMMO  OOpaTUTBCA K approach the Administrator.

AIMUHHCTpATOPY.

7.2. B cnyuae ecnu [Tonb3oBatens umeet BosmoxkHocTh 7.2, If the User can login to the Client-Bank System, the
Bxoma B Cucremy Kimenrt-bank, oH Moxer Password can be changed by User independently in
CaMOCTOATENIHO OCYIIECTBUTH 3aMmeHy [lapomns c the Client-Bank System.

HCTIOIB30BaHHEM ($yHKIMOHATA CucreMsl
Knuent-bank.

7.3. B cnyuyae 3abbiToro/3abmokupoBanHoro I[IMHa 7.3. If the PIN is forgotten/blocked the respective User
cootBeTcTBytolieMy Ilomp3oBarento  CHCTEMbI shall send a request to the Bank for lockout and re-
Kiuent-bank HeoOX0IUMO MpeaocTaBUTh B BaHk issue of the Electronic storage device. Upon receipt
3asBKy Ha OJIOKHPOBKY U mepeBbimyck Hocurens. of the request, the Bank ensures the impossibility of
Ipu mnomyyenun 3asBku bank obecrneunBaer using the User's Key and/or ES Key and also blocks
HEBO3MOXXHOCTh UCIIOJIB30BAHUS  AJICKTPOHHBIX the respective User until the recall procedure is
Kiroueir Tlonmp3oBatenst w/mnu I, a Takxke completed. If needed the User may provide the Bank
6Ji0KHpyeT cooTBeTCTBYOIIEro Ilonp3oBarens 10 with the Electronic storage device for unblocking.
OKOHYaHHUA Ipouecca nepesbinycka. [Ipu xxenanuu The User's Key and/or ES Key stored in the
ITonb3oBaTen> MOXKET HampaBUTh B baHk Electronic storage device and recalled based on the
HUMEOLIUHCS y HEro Hocwurens JUTsL request is deemed invalid. Upon receipt of the
Pa30JIOKUPOBKH. DJIEeKTPOHHBIH Kirou unblocked Electronic storage device, the User shall
IMonp3oBarens u/wmu Koy OI1, xpaHUMOBIH Ha generate a new ES Key in accordance with the
Hocwutene, 1 0TO3BaHHBI Ha OCHOBaHUHM 3asBKH, clause 3.3.
cuuTaeTcs HenelcTBUTeNbHBIM. Ilpu nomydenun
pasonokupoBannoro Hocutens Ilonb3oBarenb
MHHUIHATU3UPYET (dbopmupoBanue HOBBIX
anekTpoHHbIX Kimroueit cormacuo m. 3.3.

7.4.  Bank npenoctasiser [Tonp3oBaternto HOBb [IMH 7.4, The Bank provides the User with a new PIN in the
B 3aleyaTaHHOM  KOHBEpTe BMECTE  C sealed envelope together with the unblocked
pasonokupoBanHbiM  Hocutenem B TedyeHue Electronic storage device within one Business day,
Pabouero mHs, CIEIYIOIIErO 3a JaTOW MONTyYCHHUs following the date of receipt of the Electronic
bankom Hocurens. storage device by the Bank.

7.5. Tlonb3oBaTenb MOXET caMmocTosTelbHO u3MeHuTh 7.5. The User can independently change its PIN at any
ceoi [IMH B mro0oe BpemMss ¢ HOMOIIBIO time using the installed software for the Electronic

storage device.
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TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

YCTaHOBJIEHHOT'O IPOTPAMMHOTO 00ecTieueHus JIIIst
Hocurens.

8. ®OPMHUPOBAHMUE 3/1 KJIMEHTA

8. CLIENT'S ED GENERATION

8.1. TIlpu dopmupoBannu ]| ¢ wucnomszoBanuem 8.1 To generate an ED using the Embedded form the
Berpoennoro 6nanka KiueHT 3anmonHsieT Bce most Client fills out all the fields (details), provided for
(PEKBH3HTHI), TNPEIYCMOTPEHHbIE BCTpOCHHBIM by the Embedded form in accordance with the Law
0JIaHKOM B COOTBETCTBHH C 3aKOHOAATEILCTBOM H and requirements of the Bank. The Client's ED
TpeOOBaHUAMU Banka. e)i| Krnuenra, created using the Embedded form may be forwarded
MOJI'OTOBJICHHBIC C HCIOBb30BaHNEM BCTpOeHHBIX to the Bank only if they contain correct details in the
0JIaHKOB, MOTYT OBITh IepeAaHbl B baHK TONBKO B fields marked as mandatory.
cllydae, €CclIM OHHM COJIepXaT KOPPEKTHbHIE
PEKBU3UTBl B  MONAX, OOS3aTEIbHBIX IS
3aMOTHECHUSL.

8.2. Pacmopsbxenus,  BeimanHble ~ Kimmentom ¢ 8.2  Instructions issued by the Client using the
HCTIOJIb30BaHUEM BerpoenHoro OnaHKa, Embedded form are deemed to be issued in the form
CUHTAIOTCS BBIIAHHBIMHU o bopme, provided for such Instructions by the respective
NpelyCMOTpEeHHOM g Takux PacnopspxeHuit Agreement on bank services.

COOTBETCTBYIOIINM J[OrOBOPOM O OaHKOBCKUX
yciyrax.

8.3. Bcrpoennbiii Omank Moxer He coaepxkare 8.3  The Embedded form may omit a visual image of all
BU3YaJbHOI'O OTOOpPaXEHHS BCEX PEKBHU3HTOB, details, applications, instructions and information,
3asBJICHUM, HMHCTPYKUMH W  MHpOpMALHH, provided for by the standard form, the use of which
MPEIYCMOTPEHHBIX ~ CTaHAApTHBIM  OJIaHKOM, is prescribed by the Agreement on bank services for
HCTIOJIb30BaHUE KOTOPOTO Mpeanucado J[oropopom drafting the similar document in hard copy. The
0 OaHKOBCKMX ycnyrax s odopmieHHs submission to the Bank of the Client's ED generated
AQHAJIOTMYHOTO  JIOKyMEHTa  Ha  OyMaKHOM using the Embedded form, means that all additional
Hocutene. llepenaua B bank 3] Kiuenrta, details, applications, instructions and information,
oopMIIEHHOTO € HCIOIB30BaHHEM BCTpOeHHOTO containing in the text of the standard form are
OyiaHka, O3Ha4aeT, YTO BCE JIOMOJHUTEIbHBIC properly provided to the Client by the Bank.
PEKBH3UTEL, 3asIBIICHNS, HUHCTPYKIHU u
nHopmanys, comepxamqyecss B TEKCTe
cTaHmapTHOro Oyanka, BeimaHbl Kinnenrom banky
HaJUTeXaM o6pa3oMm.

8.4. bank He mnpuHumaer Kk wucnonHenuro J[ 8.4  The Bank shall not accept for execution an ED in a
cBobonHoro ¢opmara npu Hamumuuu B Cucreme free form if the Client-Bank System has the
Kiuent-bank BcrpoeHHoro OsiaHka sl 3TOTO respective Embedded form for such ED, except for
Buaa OJI, 3a HCKIIOYEHHEM CIIy4aeB, MPSMO cases, expressly provided for by the Agreement on
MPeAyCMOTPEHHBIX  J[OrOoBOpOM 0 OaHKOBCKHX bank services, as well as due to technical
ycIyrax, a TakKe TeXHHYECKUX HEUCIIPaBHOCTEH malfunctions of the Client-Bank System.

Cuctemsl Kitnenr-bank.

8.5. TIIpu orcyrctBun B Cucreme Kiuenr-bank 8.5 If the Client-Bank System does not contain an
BerpoenHoro 61aHKa i TOKYMEHTa KaKoro-iu6o Embedded form for any document, the latter may be
BU/Ia, OH MOXET ObITh C(HOPMHUPOBAH U OTIPABJICH generated and sent to the Bank in a free form. An
B baHK ¢ ucmonp30BaHHEeM CBOOOAHOTO (opMaTa. ED in a free form shall be generated by the Client in
31 cBoboanoro opmara co3naercs KnneHrom B the form of an official appeal containing a text
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8.6.

9.1.

9.2.

9.3.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

BUIIE OQHIMATEHOrO OOpAICHHUS, COIEPIKALIETO
TEKCTOBOE COOOILIEHHE, K KOTOPOMY B Clydae
HEOOXOAMMOCTH MOXKET OBITh IIPHIIOKEH JOKYMEHT
B BHJIE BJIIOYKEHHOTO (aiia.

message to which a document may be enclosed if
needed.

B cnyuae ecnu JloroBopom o 6ankoBckux ycayrax 8.6 If the Agreement on bank services stipulates the use
MPEyCMOTPEHO UCIIOJIb30BAHHE OyaHKa of a sample form established by the Bank, but the
ycTaHOBJIEHHOro bankom o0pasiia, HO OTCYTCTBYET Client-Bank System does not contain the respective
HEOOXOAMMBIH Ui 3TOro BcTpoeHHBIN OnaHK, Embedded form, the Client generates an ED in the
Kiuent dopmupyer D1 B BuAe OdHIHATBHOTO form of an official appeal with an enclosed file,
obpallieHuss € BJIOKCHHBIM (hailyioM, MPH 3TOM where the file should contain the form, filled out by
cozepkanueM (Qaiia JOKEeH SBISAThCS OJIAHK, the Client in accordance with the Agreement on
3anojHeHHbI KineHToM B COOTBETCTBHH C bank services.
TpeboBanusMu JloroBopa 0 0aHKOBCKHX YCIIyrax.

9. ABTOPU3ALNSL, OTITPABKA /1 9. AUTHORISATION, SENDING OF THE

KJIMEHTA CLIENT'S ED

Apropuzanust  O3J1 Kimenra ocymecrBiasercs 9.1.  The Authorization of the Client's ED is performed
cootBeTcTBYIOIMME [loanucantamu. by the respective Signers.
IMoanucanty Heobxonumo yoeautesest B yeriemiHoM 9.2, The Signer needs to make sure that the
3aBEPLUCHNH NPOLECcca ABTOPHU3ALUH (M3MEHEHHE Authorization process is completed successfully
craryca /1) (change of ED’ status).
Bank wu3Bemaer Kimenta o geiictBusx B 9.3, The Bank notifies the Client on the actions with

OTHOIIEHNH nocTynuBmMX OJ mocpeacTBoM
IIPUCBOCHUS UM COOTBETCTBYIOLIUX CTAaTYCOB,
IepedYeHb KOTOPBIX IIPUBEJCH Aallee:

respect to the received ED by assigning them the
respective statuses, the list of which is as follows:

CraTtycsl / Statuses

Yepuosuk / Draft IepBonauansuenii | Ipoext D/ coznan B Cucreme / The draft of ED is created in the System
/ Initial
Hosblii / New IMpomexyrounsiii | D/1 coznan u oxunaer aBropusauuu / The ED is created and waiting for the
/ Interim authorization
TonrBep:knén / Ipomexyrounstii | D3]] moareepxaeH Konrponepom u moxet ObiTh nmoanucan Kiouom D11/ The
Confirmed / Interim ED is confirmed by a Controller and can be signed by ES

Ortka3an / Rejected

HWrorossrii / Final

31 orkazan Kontponepom / The ED is declined by a Controller

Haxoaurcst Ha
aBTOpH3aluu /

IIpomexxyTounsbIi
/ Interim

3[[ HaXOAUTCs Ha aBTOpU3AllUU C y'-IéTOM IIpaBWJI aBTOpHU3alnu C
Ppa3aeIiCHUEM Ha rpynmbl NOANHNCAaHTOB W/WITH HATHYHeM ﬂOHOHHHTeHbHOﬁ

Authorization

(BKJI. ABTOpHU30BaH/
noamnucan Jlupekropom /
including

Authorized by Director
w/and

ABTOpH30BaH / OAIMICAH
Byxranrepom

Authorized by
Accountant)

JIOTHKH B 3aBUCHUMOCTH OT CyMMbI noanuckiBaemoro J/1 / ED is on
authorization stage due to complicated authorization rules are applied and/or
there is an additional logic, depending on the amount of the ED which is being
authorised

Mosnyuyen Bankom /
Received

HWrorossrii / Final

31 npunsit bankom / The ED is accepted by the Bank
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TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

He npunsr / Not Urorossrii / Final

accepted

O/1 ne npunst bankom B 06pabotky / The ED is not accepted and cannot be
processed by the Bank

9.4. Mowmentom Bpyuenuss banky OJ[ Kinenra

CUMTACTCS MOMEHT IIPUCBOECHHSA TakomMy OJ]
cratyca «llomyuen bankomy.
9.5. 9.5.

OT135IB Kanentom ¢

e

ucnonszoBanueM JJ1 cBobonHoro ¢gopmara. bank
HE HECeT OTBETCTBEHHOCTH 32 HEUCIIOJHEHUE

IIPOU3BOAUTCH

YKa3aHHOT'O OT3bIBa mocie Kak

coAepKaleecsa B

TOro,
OJ1 mopyueHue
0€30T3BIBHBIM U OKOHYATEIEHBIM B COOTBETCTBUH C

cTallo

3aK0HOATEIILCTBOM.

10. 9/ BAHKA

10.1.  Jns cBsa3u ¢ KimuentoM baHk MOXKET UCTIOJIB30BATh

31 B cBoOOHOM (hopmarte.
10.2. bank uepe3 Cucremy Kiment-bank nampasmisier
Knuenty
MIPeyCMOTPEHHBIE

JIOKYMEHTBI u uH(OpMaLHIO,
COOTBETCTBYIOIIUM

JloroBopom 0 0aHKOBCKHX YCITyrax.

10.3. Mowmentom Bpyuenuss Kmmenty DJ] banka
cunraercst MOMeHT oTripaBku D/] banka B Cucremy

Knuenr-bank.

11. IOPAJOK PACCMOTPEHMUA
KOH®JIMKTHBIX CUTY ALIUI

B coorBerctBuu ¢ [IpaBunamu paccMaTpHuBaroTCS
KOH(QIIHKTBI, oTpesieJICHIEM
noanuaHocTu D) KimeHra, cieayromux TUIOB:

CBS3aHHBIC C

(a) orka3 Kiuenta ot hakra ormpaBku D/I;
(b) orkaz banka or Qakra nomyuenus O]

Knuenra.

11.2. KnueHt HampaBisieT B baHK COOTBETCTBYIOIIMM

00pa3oM MOJNHMCAHHOE 3asBJICHUE C M3JI0KEHUEM
TpeMeTa MpeTeH3un (fanee — 3asBICHNUE).

11.3. 3asBneHue JOKHO COAEPKATh:
(a) nammenoBanue Knnenra;

(b) xapakTep npeTeH3MH;

10.1.

10.2.

10.3.

11.1.

11.2.

11.3.

9.4 The moment of delivery of the Clients' ED to the Bank
is the moment when status "Received" is assigned to
such ED .

The Client can recall the ED using the free-format
ED. The Bank shall not be liable for non-execution
of the recall after the instruction contained in the ED
became irrevocable and final in accordance with the
Law.

10. ED OF THE BANK

To contact the Client the Bank may use an ED in a
free form.

The Bank shall send to the Client via the Client-
Bank System documents and information according
to the Agreement on bank services.

The moment of delivery of a Bank’s ED to the
Client is considered the moment of sending the
Bank’s ED to the Client-Bank System.

11. CONFLICT RESOLUTION PROCEDURE

In accordance with the Rules the following types of
conflicts related to the verification of the Client ED
shall be considered:

(a) The Client denies the fact of sending the ED;
(b) The Bank denies the fact of receipt of the
Client ED.

The Client shall send to the Bank a properly signed
statement describing the subject of the claim
(hereafter - Statement).

The Statement shall contain:

(a) The Client name;

(b) The nature of the claim;

15
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(c) nmatry, HOMEp © JpyrHe PEKBU3HUTHI,
MTO3BOJISIIOIINE UAEHTH(UIIUPOBATH
ocnapuBaeMslii J/1;

(d) wusnoxenue 00CTOSTENBCTB, KOTOpbIE

NIPUBEIN K BO3HUKHOBEHHIO KOHQIMKTHOMN
CUTYyaLlUH.

(¢) The date, number and other details enabling to
identify the disputed ED;

(d) The description of circumstances that resulted
to the conflict situation.

11.4. Jns paccMmoTpeHus: BosHuKiied koHbuuktHOH 11.4. A conciliation commission shall be established for
CUTYallUH CO3aeTCS COTTACHUTEIbHAs KOMHUCCHS consideration of the conflict situation (hereafter -
(nanee — Komuccus). IlpencraButensimu B Commission). The Commission may be represented
Komuccuu mMoryt ObITh paBHOE KOJIMYECTBO JIMI, by an equal number of individuals, both from among
Kak u3 urcia paboraukoB Knuenra u banka, Tak u the employees of the Client and the Bank, as well as
WHBIX OpraHM3allfil, KOTOPHIC MPUBJICKAIOTCS other organizations, that are engaged by the Client
Kiuenrom u bankom. Usenst Komuccun n3buparor and the Bank. The members of the Commission
U3 CBOETO0 cocTaBa npezacenatens Komuccuu. shall elect a chairman of the Commission among

themselves.

11.5. B cnyuyae HeoOxomumoctn Kommuccueir moryr 11.5. Should a need arise the Commission may engage
MPUBJIEKATbCS  HE3aBUCHMBIC  JKCIEPTHl W independent experts and technical professionals
TEXHHYECKHE CIEIHATUCTBI, B TOM YHCIE U3 including those from the organizations that produce
OpraHU3aLUN-U3TOTOBUTENCH MIPOrpaMMHOr0 the software, with the consultative right of vote.
obecredeH s ¢ COBEIIATEIbHBIM TIPABOM TOJI0ca.

11.6. B xome paccmorpenusi koHdumkra Komuccuedr 11.6. In the course of the conflict consideration the
npoBepsieTcst kKoppektHocTs DIl Ha croproM D/I. Commission verifies the correctness of the ES on
TexHOMOrnuecKrue Ornepanuy, HeoOXOAUMBbIC IS the disputed ED. The technological operations
nposepku OI1 na D] Knuenta, ocymecTBistoTCs required to verify ES on the Client's ED shall be
Ha  aBTOMAaTU3UPOBAaHHOM  pabodeM  Mecre, performed at the automated workplace located in the
HaxopseMcs Ha Tepputopun banka. Bank.

11.7. IIpoBepka OCYIIECTBIAETCS B UETHIPE JTama: 11.7. The verification shall be carried out in four stages:
(a) Kommccust ¢dopmupyer nakeT MaTepHalioB, (a) The Commission shall prepare a package of

HMMEIOLIUX OTHOLICHUE K IPEAMETY CIIOpa; documents with respect to the dispute subject;

(b) Kommccust mpoBepsieT  NPUHAJJICKHOCTD (b) The Commission shall verify the ownership of
Kuroueit IlomezoBareneit u Kiroueir OI1 the Client's Users’ Keys and ES Keys to the
Knuenra COOTBETCTBYIOIINM respective representatives of the Client;
npencrasurensiM Kimnenra;

(c) Kommuccus mnposepseT (akT MOANUCAHUS (c) The Commission shall verify the fact of
CIIOPHOTO ) Knrouamun oIl signing of the disputed ED with the ES Keys
COOTBETCTBYIOLIUX TpecTaButenein CTopoH; of the respective representatives of the Parties;

(d) Kommccust  roToBUT  3aKJIOYEHHE 110 (d) The Commission shall prepare an opinion on
pe3yjibTaTaM pacCMOTPEHHS KOH(JIUKTHOM the results of the consideration of the conflict
CUTYAIHH. situation.

11.8. Komuccun NIPEIOCTaBISIIOTCS cienyrome  11.8. The following materials shall be submitted to the
MaTepHabl: Commission:

(a) cmopwusrit DI (a) The disputed ED;
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(b) cmucox Kuroueir OII,
noanucansl D/1;

KOTOPbIMHU ObLTH

(c) TIporokoussr OII u/umu Iporokossr Kiroueit
ITonb3oBateneii, coorBeTcTBYIONIME Kitrouam
Ol

NOoAIMMCAaBIINX

[Tomp30BaTenei Knrouam
npeAcTaBUTENeH

criopubIit D/1;

31
CTOpoH,

W/

(d) 3aBepeHHbBIe COOCTBEHHOPYYHBIMH
3JIEKTPOHHBIMH TOAIUCSIMH HPEICTaBUTENEH
Kmmenra [IpoTtokomnsr 11 n/nmm IIpoTokossr
Kiroueit [Tons3oBateneit Kimenta, koTopsie
ObUIM aKTyaJbHBI Ha MOMEHT OTHPAaBKU
criopHoro DJ[ ¥ UMEIOT caMmylo MO3AHIOK0

Jary.

B cpoxk, ne npessimatomuii 30 (TpuanaTr) THEH co
JIHSI TIONyYeHUs 3asiBIICHHsS, ¥ HE TPEBBIIAOIINI
60 (urectumecsaTH) JAHEH €O JHS MOJTYYCHUS
3asBieHUs B cllydae HUCHOJb30BaHUS CHCTEMBbI
Kimenr-bank Piniv:s OCYIIECTBIICHHS
TPaHCTPAaHMYHOTO TEPEBO/Ia JICHEKHBIX CPEICTB,
Komuccust mpoBOJMT paccMOTpeHHE KOH(IUKTHOM
CUTYaIlMM ¥ 3aBepIIaeT CBOIO PabOTy MPUHATHEM
pellieHus] B OTHOIICHUN KOH(JIMKTHOU CUTYaIuH,
KOTOpO€ TOATBEPKIAETCS aKTOM C H3JIOKEHHEM
CyTH KOH(IHUKTa W ONpeIeICHHEeM BHHOBHOM
Croponsl. Pemennst Kommccun nprHUMAarOTCS
OOJIBIIMHCTBOM TOJIOCOB BCEX uiecHOB Komuccum.
TOJIOCOB

[Ipu roJoc

npeaceaaTeisa Komuccnn siBnstercst peuIarommM.

PaBHOM pa3aciaeHun

12. IEPEYEHb TEXHUYECKHUX
TPEBOBAHU K PABOYEMY MECTY

(b) The list of the ES Keys, with which the ED
were signed;

The ES Protocols and/or User Key Protocols
corresponding to the Users’ Keys and ES
Keys of the representatives of the Parties, that
signed the disputed ED;

(©)

The Client's ES Protocols and/or User Key
Protocols certified by the handwritten and/or
of the Client's
representatives, that were valid at the moment
of sending the disputed ED and have the latest
date.

(d)

electronic  signatures

Within a period not exceeding 30 (thirty) days from
the day of Statement receipt and not exceeding 60
(sixty) days from the day of Statement receipt in
case Client-Bank System is used for cross-borders
monetary transactions, the shall
consider the conflict situation and make a decision
on the conflict situation that is confirmed by a deed
outlining the nature of the conflict and determining
the guilty Party. The decision of the Commission is
taken by the majority of votes. In case of a tie of the
votes, the vote of the chairman of the Commission

Commission

shall be decisive.

12. LIST OF TECHNICAL REQUIREMENTS
TO WORKSTATION

12.1. YcranaBnuBatorcst crnepyromue TpeboBanuss k 12.1. The following requirements for the Client's
PaGouemy mecTy Kienra. Workstation are established.
12.2. Ha pabounx cranuusx Cucrema Kiment-bank 12.2. On workstations, the Client-Bank System should
JIOJDKHA paboTaTh B CIEYIOIHMX MapaMeTpax: operate in the following settings:
(a) OmnepanOHHBIC CUCTEMBI: (a) Operational systems:
i. Windows 10 (Anrmmiickas nnn Pycckas i. Windows 10 (English or Russian) and
BEpCHsI) U BILIE. higher.
(b) Beb6 6Opaysep: Internet Explorer Bep.11.0 u (b) Web browsers: Internet Explorer ver.11.0 or
Boie, Microsoft Edge u Google Chrome higher, Microsoft Edge or Google Chrome
Bep.101 u BoIIIE. ver.101 or higher.
(¢) Homonuurensnoe [10: [ns kpunrorpapuu — (c) Additional software: For cryptography — RFC
RFC Universal plugin Bep.1.0.6.0, RuToken Universal plugin ver.1.0.6.0, RuToken Plugin
Plugin Bep.4.5.5 u Bbiie. ver.4.5.5 or higher.
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(d) MHoctym k ocHOBHOMY W pe3epBHOMY IP-
aapecam gepe3 nopt TCP 443:

i. ocHoBHOH anpec: 185.129.101.147
il. pe3epBHbIii aapec: 185.129.101.149

(d) Access to the primary and back-up IP-
addresses via the TCP port 443:

i. primary system address: 185.129.101.147
ii. back-up system address: 185.129.101.149

12.3. MunumanbHas KoH(pUrypauus paboyel cTaHIMK: 12.3. The minimal configuration of the workstation:

Mogaens / Model [epconanbHbiit KoMnbIOTEp/ Personal computer

TIpoueccop / Processor Intel Core i3 unu ananor u Beiue / Intel Core i3 or analogue and higher

O3y /RAM 4 GB u Boie / 4GB and higher

Kecrxuit auck / HDD CBob6oaublit 00beM skecTkoro aucka 1 I'6 u Bbime/ Free volume of HDD 1 GB and higher

Manunynsrop Tvna "meims" / Computer mouse

Monutop uBetHoit SVGA (mopnepkuBaemoe paspermenue 1280x720 u Beimie). PexomeHmyemblit
MacmTad padotsl web Opaysepa 100%. / Color display SVGA (with resolution 1280x720 and higher)
The recommended working scale of the web browser 100%

12.4. TlepconanpHblii ~ KoMIblOTEp, Ha  KoTopoMm 12.5. A personal computer on which the Client-Bank
ycranaBiauBaercst Cucrema Knuenrt-bank, nomken System is installed, shall have access to the internet
WMETh JIOCTYI B HHTEPHET uepe3 BbIICICHHBIN via a dedicated channel or using a modem
KaHal WId C UCIOJb30BAHUEM MOJICMHOTO connection through a provider.

COEMHEHUs Yepe3 MpoBaiiepa.

12.5. Bce o6opynoBanue Kimenta momxuo Obith B 12.6. All hardware of the Client shall be in good condition
HUCIPAaBHOM  COCTOSSHUM U UMETh  IOJHYIO and have complete technical specification.
TEXHUUYECKYIO IOKYMEHTALHIO.
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